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UNIVERSAL MERCHANT AGREEMENT TERMS AND CONDITIONS  

 

These Terms and Conditions apply and form part of the Universal Merchant Agreement entered into between the person or persons 

named therein (the “Merchant”) and NATIONAL COMMERCIAL BANK JAMAICA LIMITED on the date thereof. 

References to “the Agreement” or the use of the term “hereof” shall refer to the Universal Merchant Agreement and these Terms 

and Conditions taken as a whole. In the event of any inconsistencies between the Universal Merchant Agreement and these Terms 

and Conditions, the Universal Merchant Agreement shall prevail. 

1. DEFINITIONS & INTERPRETATION 

1.1 Throughout this Agreement where the context so requires the singular includes the plural and vice versa and the masculine the 

feminine and neuter. 

1.2 The following terms used in this Agreement shall have the following meanings, unless the context requires otherwise: 

a. Access Numbers means the electronic access numbers provided to the Merchant (where applicable) by the Bank in 

Mobile Phone Transactions to facilitate Top-up by customers of the Merchant. 

b. AML means Anti Money Laundering. 

c. Authorisation means the process whereby the Bank (whether based on information received from an Issuer, an 

Authorizing Processor or Stand-in Processor) approves a Transaction certifying that the Account has credit available 

which is equal to, at least, the amount for which the Transaction is being authorized. An Authorisation, while confirming 

the availability of funds, is not an absolute guarantee of payment. 

d. Authorisation Code shall mean the number that an Issuer, its Authorizing Processor or Stand-in Processor provides to 

indicate approval of a Transaction. The number is returned in the Authorisation Response and is usually recorded on the 

Transaction Slip as proof of Authorisation. 

e. Authorisation Processor means a recognized payment organization, or a processor approved by an international card 

organization, that provides Authorisations for Transactions on behalf of Member. 

f. Authorisation Response means the response issued by the Bank to a request for an Authorisation. The Authorisation 

Response may be provided to the Merchant electronically by means of the Point Of Sale Terminal, orally or in any other 

manner deemed appropriate by the Bank and notified to the Merchant. Authorisation System means the system by which 

the Bank issues an Authorisation Response to the Merchant. 

g. Authorisation System means the system that verifies and approves payment requests before a transaction is finalized. It 

ensures that the payer has sufficient funds or credit and the transaction is legitimate. 

h. Bill Payment Register shall mean a designated third-party company account number assigned to the Merchant, to which 

a Cardholder may direct payment.  

i. Business day means a day on which the Bank or its third-party service providers are normally open for business 

j. CFT means Counter Financing of Terrorism. 

k. Card shall mean a Credit Card, Prepaid Card or Debit Card issued by a member bank or organisation. 

l. Cardholder shall mean the authorized user of a Card, being either the person to whom a Card is issued by the Bank or 

whose name is embossed on the Card. 

m. Cardholder Access Device means a terminal, personal computer, or other device that a Cardholder uses to initiate an 

Electronic Commerce Transaction.  

n. Cardholder Certificate means an electronic document that authenticates a Cardholder in a Secure Electronic Commerce 

Transaction (defined below).  

o. Card Organisation means the Bank, Visa International, MasterCard International, or such other body whose cards the 

Bank has in writing authorised the Merchant to accept on behalf of the Bank from time to time. 

p. Card-not-present Transactions shall mean Transactions which arise from a request from a Cardholder received by the 

Merchant either by mail or telephone and whereby a Transaction Slip cannot be completed with a Cardholder's signature 

and/or Card imprint. Such Transactions may be settled by the use of Credit Cards only.  

q. Chargeback shall mean a reversal by the Bank against the Merchant in whole or in part of the dollar value (financial 

obligation) represented by a given Transaction whereby the liability for such Transaction reverts to the Merchant. 

r. Credit Card shall mean a Card issued by the Bank for use in credit transactions by the Cardholder. 

s. CUP Cards means a Credit Card, Prepaid Card or Debit Card issued by a member bank of China UnionPay. 

t. Customer shall mean any person who uses an electronic payment instrument. 

u. Debit Card shall mean a Card issued by the Bank for use in debit transactions by the Cardholder. 

v. Designated Account means those accounts maintained at the Bank in the name of the Merchant that may be accessed in 

the manner identified by the Bank from time to time.  

w. Discounts shall mean the relevant amounts charged by the Bank from time to time for services provided by the Bank 

pursuant to this Agreement. 

x. Electronic Commerce Transaction or E-Commerce Transaction means a transaction between the Merchant, and a 

Cardholder carried out over the Internet using Cardholder Access Device and which results in the generation of an 

electronic or paper record of such transaction via an Electronic Commerce Transaction Receipt or a Transaction Slip.  

Such transactions may be settled using credit cards only. 

y. Electronic Commerce Transaction Receipt is a paper record or a printed copy of an electronic record of an Electronic 

Commerce Transaction containing all the information described in clause 6.4. 

z. Electronic File Transfer shall mean a web-based application maintained by the Bank and used in transferring 

information from the Bank to the Bill Payment Merchant regarding payments collected by the Bank and credited to the 

Bill Payment Merchant. 

aa. Electronic Retail Payment Instrument shall mean any tangible or intangible instrument device or mechanism that 

enables an individual to make payment(s) for goods or services or to transfer money and shall include JAM-DEX. 

bb. E-Money shall mean electronically, including magnetically stored monetary value, in any device instrument or server as 

represented by a claim on the Issuer which is issued on receipt of funds for the purpose of making payment transactions 

and which is accepted as a means of payment by persons other than the Issuer. This includes e-money stored in a device 

such as a SIM card or a server and accessible via mobile, telephone, internet or other access devices, Cards, and other 

similar products but excludes any electronic means to only permit transfers to/from a deposit or current account. 

cc. EMV means a standard for globally interoperable secure payments which enables customers with EMV chip payment 

cards to use their card on any EMV compatible payment terminal and reduces card present fraud resulting from 

counterfeit, lost or stolen cards. 
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dd. Event of Default shall mean the occurrence of any of the events specified in section 7.6 of the Agreement. 

ee. Fee Schedule means the schedule attached hereto as Appendix 1 (as same may be amended from time to time by the Bank 

upon thirty (30) days written notice to the Merchant) setting out the current fees chargeable by the Bank for the provision 

of certain services to the Merchant. 

ff. Floor Limit shall mean the maximum amount, as authorized from time to time in writing by the Bank, of a single 

Transaction that the Merchant is authorized to enter without first obtaining a specific Authorisation for the Transaction. 

gg. Integrated Solution means any payment acceptance environment where the Bank’s merchant and payment processing 

services are combined, embedded, or interfaced with third-party hardware, software, systems, or services, whether the 

point of interaction is: 

i. Unattended – including but not limited to kiosks, vending machines, ticketing devices, parking meters, fueling 

pumps, transit gates, or other Cardholder-Activated Terminals (UCAT), where the Cardholder interacts directly 

without cashier involvement; or 

ii. Attended - including staffed checkout lanes, POS systems, mobile points of sale, or other merchant-attended 

environments where payment functionality is provided through, or dependent upon, third-party devices, 

applications, or service providers. 

hh. Issuer shall mean a Member that issues credit cards. 

ii. Internet shall mean an electronic communications network that connects computer networks and organizational 

computer facilities around the world. 

jj. JAM-DEX shall mean the digital version of the currency of Jamaica as issued by the Bank of Jamaica. 

kk. Member shall mean an organisation that is a member of an international card organization and thereby authorized to 

issue credit or debit cards. 

ll. Member Service Provider (MSP) is a provider of program services, other than transaction and Cardholder processing, 

to a MasterCard or Visa or Discover Card member or such other card organization which the Bank has in writing 

authorised the Merchant to accept on behalf of the Bank in furtherance of the member’s program.  By way of example 

and not limitation such services include merchant solicitation, Cardholder solicitation, and customer service.   

mm. Merchant Deposit Summary shall mean a summary prepared by the Merchant setting forth in respect of all Credit Card 

Transactions completed by the Merchant manually: 

i. the total sales less credits showing the net total of Transactions; and  

ii. separately the Discounts at such rate or rates as The Bank shall from time to time determine; and 

iii. the net deposit total after deduction of the aforementioned Discount. 

nn. Merchant Discount Rate shall mean a fee in the form of a percentage (%) of the dollar value of a Transaction as set out 

in the Fee Schedule. 

oo. Mobile Phone Summary shall mean a summary prepared by the Merchant setting forth in respect of all Mobile Phone 

Transactions completed by the Merchant showing: 

i. The total sales; 

ii. Any commission payable by the Bank to the Merchant; 

iii. Any Discounts chargeable by the Bank to the Merchant; 

iv. The net deposit total after addition and deduction of the aforementioned commission and discounts. 

pp. Mobile Phone Transactions shall mean transactions in which the purchaser acquires/purchases pre-paid electronic 

access numbers in specified denominations from the Merchant. 

qq. Multilink Debit Card shall mean a Debit Card which allows the Cardholder to conduct Transactions at any Multilink 

Point Of Sale Terminal in Jamaica. 

rr. Net Proceeds are the total sales less credits less discount at such rate as shown or advised by the Bank from time to time. 

ss. Non-Authenticated Security Transaction means an Electronic Commerce Transaction that has some level of security 

(such as commercially available data encryption) or that complies with the Secure Electronic Transaction Specification 

but lacks a Cardholder Certificate. 

tt. Non-Secure Transaction means an Electronic Commerce    Transaction that has no data protection. 

uu. Non-Qualified Transaction means Credit Card transactions which are not Qualified Transactions, and which are 

processed at a higher interchange rate. 

vv. Purchaser means a Cardholder who uses a Card to complete an Electronic Commerce Transaction. 

ww. Payment Detail File shall mean a file containing details of payments received by the Bank from its customers for the 

benefit of the Merchant pursuant to this Agreement.  

xx. PCI means Payments Card Industry. 

yy. PCI DSS means Payment Cards Industry Data Security Standard. It provides a baseline of technical and operational 

requirements designed to protect Cardholder data. PCI DSS applies to all entities involved in payment card processing, 

including merchants, processors, acquiring banks, issuing banks, third party service providers, as well as all other entities 

that store, process or transmit Cardholder data. PCI DSS comprises a minimum set of requirements for protecting 

Cardholder data and may be enhanced by additional controls and practices to further mitigate risks.   

zz. PCI Vendor means a third-party provider of security and compliance services to the Bank and its merchants. A PCI 

Vendor is contracted to assist the Bank’s merchants in achieving and maintaining compliance with the Payment Card 

Industry Data Security Standards (PCI DSS). 

aaa. Preauthorized Transaction mean a temporary hold on a customer’s credit or debit card to ensure funds are available 

before a final transaction. It confirms that the card is valid and has sufficient funds without immediately charging the 

card account. 

bbb. Prepaid Card shall mean a Card issued by a bank or financial institution with a stored value.  

ccc. PIN shall mean the numerical code provided by the Cardholder to the Bank for use in connection with a Card to access 

designated accounts held with the Bank through a Point Of Sale Terminal or other means as may be defined by the Bank 

from time to time. 

ddd. Point Of Sale shall mean the physical location where the Merchant completes a Transaction Slip. 

eee. Point Of Sale Terminal shall mean an electronic device used at the Point Of Sale that allows the Merchant to obtain: 

fff. Portal shall mean the web-based applications or set of applications which is provided to the Merchant by the Bank. 

i. In the case of Credit Card/Debit Cards/Prepaid Cards Transactions, Authorisation and/or capture and transmit 

for settlement, and a Transaction Slip; or 

ii. In the case of Mobile Phone Transactions, electronic recharge numbers for Top-up. 

iii. In the case of eMoney, authorisation and/or transmit for settlement. 
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ggg. Qualified Card shall mean any valid unexpired Card bearing the name of the Issuer and its identifying card logos and/or 

in the case of Visa or MasterCard the Visa logo and hologram or the MasterCard logo and hologram. 

hhh. Qualified Transaction means a Credit Card transaction processed in accordance with the following conditions: 

i. Card is present, full magnetic stripe/chip is read by the terminal and signature/pin is obtained; and 

ii. One electronic Authorisation request is made per transaction and transaction/purchase date is equal to the 

Authorisation date; and 

iii. Transaction (batch) electronically transmitted no later than 1 day from transaction/purchase date; and  

iv. 3D Secure compliant for E-Commerce Transactions; and  

v. Authorized transaction amount must match settled transaction amount, except for: 

a. Restaurants, where transaction amount may be within 25% of the original authorized amount. 

b. Lodging & Car Rental where settled transaction amount must be within 15% of the total authorised 

amount  

c. Incremental Authorisation requests are permitted (for Lodging & Car Rental). 

iii. Restricted List shall mean a list of blocked card/account numbers which may be provided to, or made accessible by, the 

Merchant from time to time. 

jjj. Return means a charge initiated by the Cardholder through the Merchant or by the Merchant itself against an Electronic 

Commerce Transaction Receipt previously presented by the Merchant to the Bank and includes a reversal or refund to an 

account for Debit Card and Prepaid Card transactions.  

kkk. Secure Electronic Transaction means an Electronic Commerce Transaction that meets the Secure Electronic Transaction 

Specification. 

lll. Secure Electronic Transaction Specification means a software development protocol that enables the secure processing 

of an Electronic Commerce Transaction over the Internet.  

mmm. Security Code shall mean a three-digit security number which may be printed on the back of credit cards to 

help validate that a customer is in possession of a legitimate Card at the time of a Transaction. 

nnn. Signature shall mean information (whether in the form of data, text, images, sounds or other codes) that is used by a 

Cardholder to indicate his acceptance of a Transaction, including: 

i. Manual signature;  

ii. A PIN; 

iii. Other information contained in, attached to, or logically associated with the Transaction; or 

iv. Any other means deemed acceptable by the Bank 

ooo. Telebanking Service means a telephone-based (or other medium acceptable to the Bank) service providing the 

Cardholder with access to Designated Accounts and/or approved Bill Payment Registers in order to facilitate Telebanking 

Transactions. 

ppp. Telebanking Transaction means a Transaction in which the Cardholder instructs the Bank by telephone or other medium 

acceptable to the Bank, to remit payment from his Designated Account to a Merchant in settlement of the total price 

outstanding on the purchase of goods/services from the Merchant. 

qqq. Top-up shall mean the re-charging of the account balance on a pre-paid mobile phone by means of electronic access 

numbers purchased from the Merchant, where the Merchant is approved by the Bank to sell electronic access numbers 

for use in pre-paid mobile phones. 

rrr. Transaction shall refer to: 

i. Any bona fide transaction between the Merchant and the Cardholder (including Card-not-present Transactions) 

in which a Qualified Card is used in respect of the purchase of goods or services from the Merchant or a refund 

or other money adjustment on a Credit Card Transaction is provided to the Cardholder pursuant to a sale of 

goods or services by the Merchant or other permitted transaction, between the Merchant and the Cardholder, 

as the case may be;  

ii. Any bona fide transaction between the Merchant and its customer for Top Up; 

iii. Any bona fide transaction between the Merchant and its Customer using an Electronic Retail Payment 

Instrument, or E-Money; or 

iv. Any bona fide transaction between the Merchant and its Customers contemplated by the Merchant Agreement 

as amended from time to time.  

sss. Transaction Date shall mean the date of consummation of the Transaction as a result of which the Transaction Slip was 

issued. In any Card-not-present transaction the date shall be deemed to be the date of shipping/ date of fulfilment of the 

order and not the order date in any Card-not-present Transactions. Any subsequent dispute as to whether the order was 

fulfilled to its specifications will not affect the date so deemed.  

ttt. Transaction Identifier means a unique value that the Card Organization assigns to each Electronic Commerce 

Transaction and returns to the Bank as part of the response to the request for Authorisation. The Card Organization uses 

this value to maintain an audit trail throughout the life cycle of the Electronic Commerce Transaction and all related 

transactions such as Chargebacks.  

uuu. Transaction Receipt or Slip shall mean the form provided or authorized by the Bank to be used by the Merchant to 

record a Transaction and, in the case of any Transactions other than Mobile Phone Transactions, to which the Signature 

of the Cardholder of a Qualified Card has been provided to the Merchant an electronic transaction receipt as defined in 

1.2t. 

vvv. Unattended Solution means a self-service payment acceptance terminal, kiosk, vending machine, or similar Cardholder-

Activated Terminal (UCAT) with which the Cardholder interacts directly without cashier involvement. User Guide means 

the procedures and instructions as may be established by the Bank from time to time and available on the Bank’s Website. 

www. Website means one or more Internet addresses at which an individual or organization provides information to 

others often including links to other locations where related information may be found. 

xxx. 3D Secure means Three Domain Secure, an Internet authentication standard which allows the authentication of 

cardholders while making remote payments over the Internet. 

2. CREDIT CARD TRANSACTIONS 

2.1 The provisions of this clause 2 will only apply where the Merchant has, as indicated in the Schedule hereto, agreed with the 

Bank that it will accept Credit Cards in payment for its goods and services. 
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Honouring Cards 

2.2 The Merchant agrees to honour in accordance with the conditions set out in this Agreement, any Qualified Card properly 

tendered by any bona fide Cardholder to the Merchant for use in a Transaction. 

2.3 The Merchant agrees not to impose any surcharge, minimum or maximum purchase amounts or otherwise discriminate as to 

price, service or other conditions of sale with respect to any Transaction in which a Qualified Card may be used or tendered for 

use without the prior approval of the Bank and subject to any limitations or restrictions imposed by the Bank. Save and except 

that this shall not be deemed to prohibit the Merchant from offering a discount for cash transactions provided that the offer is 

clearly disclosed to customers of the Merchant and the cash price is presented as a discount from the standard price charged for 

all other forms of payment. In the event of a breach of this clause, all subsequent Transactions conducted by the Merchant shall 

be subject to a surcharge fee per the attached Fee Schedule until the breach is rectified. Additionally, the Bank reserves the right 

to deduct all applicable fees, suspend and/or close the Merchant’s account in the event that the Bank has issued notice of the 

breach to the Merchant and the Merchant has failed to remedy said breach within 30 days of its receipt of the notice. 

2.4 Where the Transaction involves a refund, whether for returned merchandise or otherwise, originally purchased with a Credit 

Card, the Merchant agrees not to provide a cash refund. 

2.5 The Merchant will check all security features as identified in the document titled “Credit Card Security Features” (or in any 

other document supplied by the Bank from time to time) before processing a Transaction against a Qualified Card. 

2.6 The Merchant shall evidence all Transactions made through the honouring of Qualified Cards on Transaction Slips. 

2.7 Each Transaction Slip, where manually completed, shall be legibly completed (in triplicate) in the manner prescribed by the 

Bank showing the Cardholder’s Card number, the Merchant information, together with: 

i. In the case of the purchase/sale of goods: 

a. The date of purchase; 

b. Total cash price, including sales or other applicable taxes, delivery or other charges; 

c. A brief description of the goods or services provided; or 

ii. In the case of a refund (which is applicable to Credit Card Transactions only): 

a. The preparation date; 

b. Total amount of the credit, including sales or other applicable taxes; 

c. A brief description of the Transaction in respect of which the refund is granted. 

2.8 Transaction Slips may be produced electronically by swiping the Credit Card through a Point Of Sale Terminal, in which event, 

a copy of the Transaction Slip will be deemed to have been automatically delivered to the Bank. 

2.9 The Merchant shall deliver a copy of the Transaction Slip to the Cardholder at the time of the Transaction and, where the 

Transaction was completed manually, shall forward a copy to the Bank in accordance with clauses 2.13 and 2.14 

2.10 No Transaction Slips shall be forwarded to the Bank until all goods and/or services the subject of such Transactions have been 

delivered to the Cardholder (or to such address as agreed with the Cardholder) save in the case of delayed delivery agreed 

upon with the Cardholder, in which event, a Transaction Slip for the agreed deposit may be forwarded on the Transaction Date 

and a separate Transaction Slip for the balance shall be forwarded upon delivery. 

Offline Transactions 

2.11 The Merchant acknowledges and agrees that no Transactions shall be processed if the Authorisation System is offline. 

2.12 [Intentionally deleted] 

Settlement of Transaction Slips 

2.13 The Merchant will deliver to the Bank copies of all Transaction Slips prepared manually together with a Merchant Deposit 

Summary and an adding machine tape, listing the amount of each manual Transaction. The total displayed on the adding 

machine tape must agree with the total shown on the Merchant Deposit Summary. 

2.14 The Merchant Deposit Summary and all supporting documentation shall be prepared in respect of each day’s Transactions and 

shall be delivered to the Bank within three (3) business days after the Transaction Date, except in cases where the Merchant 

requests and receives approval from the Bank for delayed delivery within an agreed period. 

2.15 The Merchant by delivery assigns the Transaction Slips to the Bank. The Bank is authorised to complete any incomplete 

Merchant Deposit Summary and /or adjust any errors in the Merchant Deposit Summary, the Bank's count being conclusive 

in such event. 

2.16 The Bank is entitled, but shall not be obliged, to audit the Merchant Deposit Summary and all Transaction Slips received 

electronically for accuracy and for compliance with this Agreement. The Bank may set off or credit the Merchant's account 

without notice or invoice to the Merchant any inaccuracies, deficiencies or overcharges determined. 

2.17 The Merchant waives notice of default or non payment, protest or notice of protest demand for payment and other demands 

or notices in connection with this Agreement or any Transaction Slip. 

2.18 The Merchant hereby agrees that the Bank in its sole discretion may, decline at any time or from time to time to process any 

Transaction Slip that does not include a Signature, even if the Cardholder's consent or instruction has been obtained by 

telephone or mail. 

2.19 Except in the case of Card-not-present Transactions that the Bank has agreed in writing to process, no Credit Card sale shall 

be completed by the Merchant if the Cardholder fails to present his Card to the Merchant. 

2.20 Any Transaction complying with all terms of the Agreement shall be on a non recourse basis except as provided in the 

Rejections/Chargebacks section. 

Card-not-present Transactions 

2.21 The Merchant acknowledges that this type of transaction carries a greater risk of repudiation from Cardholders, and refusals 

and Chargebacks by the Bank as the transaction is not conducted in an environment where the Merchant and a Cardholder are 

both present in person. 

2.22 Where Transaction Slips are manually or electronically delivered to the Bank in instances in which a Card is not presented 

such as in Card-not-present Transactions the following prerequisites must be complied with. The Merchant must: 

i. Obtain prior written approval from the Bank for this type of Transaction; and 

ii. Hold a written Authorisation from the Cardholder in a form acceptable to the Bank and bearing the Signature 

of the Cardholder; and 

iii. Indemnify the Bank against any claim or chargeback by the Cardholder. 

2.23 For Card-not-present Transactions that the Bank has agreed to process, the Merchant shall obtain: 

i. The exact name of the Cardholder; 

ii. The billing address of the Cardholder; 
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iii. The Card’s number; 

iv. The expiry date of the Card; 

v. Date of the Transaction; 

vi. Amount of the Transaction; 

vii. Transaction type (purchase or refund); 

viii. Where the Transaction is a Credit Card Transaction, the Security Code. 

2.24 The Merchant shall forward the information obtained pursuant to clause 2.22 and 2.23 to the Bank at the time when 

Authorisation for the Transaction is being sought from the Bank. 

2.25 If the Merchant agrees to accept a pre authorised Transaction, the Merchant shall require the Cardholder to execute and deliver 

to the Merchant a written request for such pre authorisation, which request shall be retained by the Merchant and be made 

available upon request to the Bank. The Merchant shall not deliver goods or perform services covered by a pre-authorisation 

after receiving specific notification that the pre-authorisation is cancelled or that the Card used to affect the pre authorisation 

order is not to be honoured. 

2.26 The Merchant agrees to use some form of identification approved by the Bank to identify all Card-not-presented Transactions 

included in the Merchant Deposit Summary and on the Transaction Slips evidencing such Transactions. 

Floor Limit/Transaction Authorisation 

2.27 From time to time the Bank will establish Floor Limits. In the event a Cardholder desires to make a purchase or purchases 

within a calendar day in excess of this amount, the Merchant shall first request Authorisation from the Bank and, if received, 

shall record the Authorisation Code given by the Bank on all Transaction Slips executed in connection therewith. 

2.28 The Merchant will at the Bank's election request and examine items of personal identification, in such numbers and types as 

the Bank shall designate, of the Cardholder, and will at the Bank's election note all such pertinent information upon the 

Transaction Slip evidencing such Transaction. 

2.29 For the avoidance of doubt, it is hereby expressly declared that an Authorisation given by the Bank pursuant to clause 2.27 

permits a purchase in excess of the Merchant's Floor Limit but does not permit use of an invalid or expired Card or affect or 

impair any other warrant or obligation in this Agreement. 

Representations and Warranties 

2.30 The Merchant warrants that each Transaction Slip represents a valid bona fide obligation for the amounts set forth therein 

which: 

i. is not subject to any disputes, set offs or counter claims; and 

ii. bears the signature of the proper Cardholder 

2.31 The Merchant further warrants that: 

i. The information on the Transaction Slip including but not limited to the Cardholder's account number and Card 

expiration date is accurate and correct. 

ii. The total purchases made within any twenty four (24) hour period at the Merchant's place of business (whether 

physical or online) does not exceed the Floor Limit set by the Bank for the Merchant except were authorised 

by the Bank or where because of the nature of the Credit Card Transaction a Floor Limit is inapplicable.  

iii. The purchase of any single item of goods and/or services has not been consummated by the execution by the 

Cardholder of more than one (1) Transaction Slip and no attempt has been made to divide the amount of any 

Transaction by the completion of more than one Transaction Slip;  

iv. A Transaction evidenced by a Transaction slip does not involve any element of credit except a sale of goods 

and/or services;  

v. A Transaction Slip has not been affected for the purpose of advancing any cash to a Cardholder, either directly 

or by deposit to the Cardholder's account; 

vi. The Discount payable on any Card   transaction has not been passed on to the Cardholder as part of the purchase 

price for goods or services.  

vii. It has good title to the Transaction Slip which has not previously been assigned or encumbered and the 

Transaction Slip does not represent any illegal sale;  

viii. Where a manual Signature is affixed to Transaction Slip by the customer, such Signature has been checked 

against the manual Signature on the back of the Card and found to match save that where the card was not 

previously signed a valid identification was obtained from the Cardholder and the reference number noted on 

the Transaction Slip. 

PCI DSS and 3D- Secure Compliance 

2.32 The Merchant warrants that it is familiar with and complies with the following requirements set out in clause 2.33 and notified 

by the Bank from time to time. 

2.33 The Merchant must ensure that; 

i. The 3-digit CVV number is not stored after processing a Transaction; 

ii. Cardholder data (expiry date, PIN Number) is destroyed after every Transaction and not stored electronically.  

iii. The Card number is masked on the Cardholder copy. The minimum requirements for masking are that the first 

6 and last 4 digits be displayed and the middle digits be masked. The Bank will ensure that the PAN is masked 

on all stand-alone Point Of Sale Terminal. In the event of the PAN not being masked then the Merchant must 

immediately notify the Bank of same; 

iv. The Merchant’s employees shall not have access to the supervisor card/supervisor PIN to access transactional 

menus, other than for the purpose of processing Transactions;  

v. All paper–based documentation containing full, unmasked card numbers be marked confidential, stored 

securely and destroyed in accordance with PCI requirements;  

vi. At least once daily, inspect all Point Of Sale Terminal surfaces to detect tampering (for example, addition of 

card skimmers to devices), or substitution (for example, by checking the serial number or other device 

characteristics to verify it has not been swapped with a fraudulent device) and whenever requested by NCB 

relevant documents as evidence need to be provided for compliance.  to detect tampering (for example, addition 

of card skimmers to devices), or substitution (for example, by checking the serial number or other device 

characteristics to verify it has not been swapped with a fraudulent device) and whenever requested by NCB 

relevant documents as evidence need to be provided for compliance.  
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vii. All staff is appropriately trained to handle Card payments securely and that training is conducted on an annual 

basis or as needed; 

viii. The Merchant monitors the compliance status of any third party service providers with which it  shares 

Cardholder data and must maintain written agreements with all third party service providers whereby they 

acknowledge their responsibility for Card data in their possession. Further, the Merchant shall ensure: 

a. that all such third party service providers deliver to the Merchant a PCI Attestation of Compliance 

annually;  

b. that all payment solutions and/or devices provided by any such third party service providers are PCI 

certified; 

c. that any integration with a payment solution is securely developed and reviewed by a third party 

service provider that is PCI certified and listed on [www.NCBMerchantsecure.com. The Merchant 

hereby indemnifies the Bank against any and all losses that are imposed on the Bank as a result of an 

integration that was not securely developed. For the purposes of this clause, the following matters 

shall be taken into consideration in determining whether an integration is securely developed: 

i. whether the coding practices are aligned with industry standards for secure development; 

ii. whether all systems and applications are developed in accordance with applicable 

standards; 

iii. whether vulnerability assessments, penetration testing and code reviews are conducted 

at regular intervals; 

iv. whether strong authentication mechanisms and access controls are implemented to limit 

unauthorized access; 

v. whether there are procedures to detect, respond to and remediate security issues 

promptly; 

vi. whether the developers received regular training in secure software design, secure 

coding techniques, processes to prevent reintroducing resolved vulnerabilities and ways 

to use automated security testing tools for detecting software vulnerabilities; and 

vii. such other matters as the Bank may deem appropriate in its sole discretion. 

ix. it obtains current PCI DSS certification in accordance with the applicable PCI standards in effect at the time 

and comply with any requirements set out by the PCI DSS. If an independent PCI Vendor  is used by the 

Merchant for the purposes of PCI DSS certification, the Merchant shall provide proof of its PCI DSS 

certification to the Bank . The Bank reserves the right to reject PCI DSS certifications by any PCI Vendor that 

does not satisfy the standards of the Bank as determined in its sole discretion. 

x. in the event of an actual or potential data breach on the Merchant’s website, the Merchant shall immediately 

engage a cyber forensic investigator to investigate, identify, recommend and prepare reports. The Bank reserves 

the right to reject the findings and/or recommendations of any cyber forensic investigator that fails to satisfy 

the standards of the Bank as determined in its sole discretion. 

2.34 The Merchant shall complete, maintain, and provide to NCB, on an annual basis or as required, all PCI DSS compliance 

documentation deemed applicable by NCB following its review of the Merchant’s processing environment and Integrated 

Solution. Such documentation may include, without limitation, the appropriate PCI DSS Self-Assessment Questionnaire 

(SAQ), Attestation of Compliance (AOC), Report on Compliance (ROC), ASV scan results, or any other PCI DSS validation 

artifact required by NCB or any Card Organization. The Merchant shall ensure that all such documentation is fully and 

accurately completed, signed by an authorized officer of the Merchant (or a Qualified Security Assessor where applicable), 

and promptly delivered to NCB upon request. 

Failure by the Merchant to: (a) complete regular updates regarding the PCI DSS certification process; (b) provide the PCI 

DSS documentation required by NCB; (c) achieve or maintain PCI DSS compliance; or (d) become or remain 3D-Secure 

compliant, shall constitute a material breach of this Addendum. In such circumstances, the Bank may, without prejudice to its 

rights under this Addendum or at law: 

i. Suspend the operation of this Agreement pending completion of the Merchant’s PCI DSS certification or 

compliance obligations; 

ii. Terminate this Agreement forthwith; 

iii. Assess the Merchant for any additional liability, penalties, fees, or assessments prescribed under PCI DSS, 

Card Organization rules, and/or 3D Secure requirements; and/or 

iv. Charge to the Merchant all losses, penalties, fees, assessments, costs, or damages incurred by the Bank as a 

result of the Merchant’s noncompliance. 

2.35 In the event that the Merchant is no longer PCI DSS and/or 3D-Secure (whichever is applicable) compliant or PCI DSS 

certification lapses and failure to renew the certificate timeously, the Merchant hereby indemnifies the Bank against any and 

all losses that are imposed on the Bank during the Merchant’s non-compliance. It is the responsibility of the Merchant to 

ensure PCI DSS and/or 3D-Secure (whichever is applicable) compliance at all times. 

Non-Qualified Transactions 

2.36 If a Transaction is a Non-Qualified Transaction, then the applicable Card Organization will downgrade the Transaction and 

will process it at the higher applicable interchange level. In this event, the Merchant agrees that they will be subject to an 

interchange downgrade rate and any applicable (as set forth in the Fee Schedule), and agree to accept said fee and surcharge 

which will be billed back to the Merchant and reflected on its statement. 

 

3. ELECTRONIC BANKING TRANSACTIONS 

3.1 The provisions of this clause 3 will only apply where the Merchant has, as indicated in Item 2 of the Schedule hereto, agreed 

with the Bank that it will enable its customers to make payments for the purchase of goods and services using the Telebanking 

Services. 
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3.2 The Merchant shall, at such time as may be agreed upon by the parties, permit the Bank to install appropriate software at the 

Merchant’s premises to facilitate Telebanking Transactions. Such software shall enable the Bank to transfer to the Merchant 

details on the Bill Payment Register as updated from the Electronic File Transfer web based application. 

3.3 At intervals agreed between the Bank and the Merchant from time to time (the current interval, where applicable, being set 

forth in Item 3 of the Schedule), the Bank shall provide a Payment Detail File to the Electronic File Transfer web based 

application. 

3.4 The Payment Detail File shall conform to the file layout specification agreed upon by the parties and must contain the following 

minimum information with respect to each payment: 

i. Date of payment; 

ii. Transaction reference number; 

iii. Customer’s account number; 

iv. The amount paid by the customer;   

v. The batch number. 

3.5 At the close of each business day, the Bank will forward to the Merchant electronically, a remittance report stating: 

i. The name(s) of each Payment Detail File(s) downloaded for that day; 

ii. The total amount of payments received by the Bank for the benefit of the Merchant for that day; 

iii. The total number of transactions for that day. 

3.6 For the purposes of this clause 3, any payments received or Transactions carried out during non-business days or otherwise 

after the settlement cut off time established pursuant to item 3 of the Schedule, shall be deemed to have been received and 

carried out on the next business day following the date of the Transaction. 

3.7 The Merchant undertakes and agrees that it shall: 

i. Pay to the Bank the current fees specified in the Fee Schedule representing the Bank’s charges for the provision 

of the Telebanking Service. 

ii. Make its own arrangements to obtain, install and maintain at its own expense, the required equipment more 

particularly described in Item 4 of the Schedule; 

iii. Set up its own systems to receive and process data electronically which meet the operating capabilities and 

specifications as established by the Bank; 

iv. Maintain computerized customer records with unique account numbers; 

v. Validate payment details within a maximum period of 48 hours of receipt of the Payment Detail File; 

vi. Operate a settlement account(s) with the Bank to which payments received by the Bank for the benefit of the 

Merchant will be credited; 

vii. Comply with the procedures and instructions as may be established by the Bank from time to time in the User 

Guide; and 

viii. Undertake to meet all security requirements covering the various services as issued and recommended by the 

Bank. 

3.8 The Bank agrees and undertakes to credit to the Merchant’s settlement account referred to in clause 7.48 all payments received 

for the benefit of the Merchant from its customers prior to the daily settlement cut-off time as defined by the Bank from time 

to time. 

3.9 The Bank shall be further entitled to debit the Merchant’s settlement account in respect of all fees, service charges and any other 

payments due from the Merchant to the Bank associated with the Telebanking Service as set forth in the current Fee Schedule, 

including any chargebacks or rejections pursuant to clause 7.8. 

3.10 The Bank shall accept partial payments, payments after the due date and payments on tendered bills with arrears or balances 

brought forward with the understanding that customers paying part or after the due date pay at their own risk, that is, partial or 

late payments do not exempt customers from disconnection or denial of service by the Merchant concerned for overdue 

amounts. 

3.11 In the event of any claim being made by a cardholder or customer, pursuant to a late or partial payment which may arise due 

to the error, act or omission of the Merchant, the Merchant shall indemnify the Bank for all liability for loss and damages which 

the Bank may suffer against the customer including the costs of litigation and Attorney’s costs. This indemnity shall not extend 

to claims arising from the Bank’s failure to provide a Payment Details File to the Electronic File Transfer web based application 

through its negligence or that of its servants or agents. 

 

3.A ELECTRONIC RETAIL PAYMENT TRANSACTIONS 

3.A1 The Provisions of this clause 3A will only apply where Merchant has, as indicated in Item 2 of the Schedule hereto agreed 

with the Bank that it will enable its customers to make payments for the purchase of goods and services using e-money or an 

Electronic Retail Payment Instrument. 

3.A2 The Merchant can access and download a Payment Detail File from the Portal at their discretion. 

3.A3 For the purposes of this Clause 3A, the Payment Details File will contain a statement or summary of the Merchant’s 

transactions and will contain the following minimum information with respect to each payment: 

i. Date of payment 

ii. Transaction reference number 

iii. Customer E-Money Account number 

iv. The amount paid by the Customer 

3.A4 For the purposes of this Clause 3A, any payments received or Transactions carried out during non-business days or otherwise 

after settlement cut-off time established pursuant to the Merchant Agreement, shall be deemed to have been received and 

carried out on the next business day following the date of the Transaction. 

3.A5 The Merchant undertakes and agrees that it shall: 

i. pay to the Bank the fees specified in the Fee Schedule; 

ii. operate a settlement account(s) with the Bank to which payments received by the Bank for the benefit of the 

Merchant will be credited; 

iii. comply with the procedures as set out in the User Guide, (which the Merchant confirms it has read; and 

iv. understood); 

v. undertake to meet all security requirements covering the various services as issued and recommended by the 

Bank. 



 

Page 8 of 21 

CONFIDENTIAL  

  

NCB Universal Merchant Agreement Terms & Conditions 

Form Revised January 2026  

3.A6 The Bank agrees and undertakes to credit to the Merchant’s settlement account referred to in clause 3A.5b. all payments 

received for the benefit of the Merchant from its Customers prior to the daily settlement cut-off time as defined by the Bank 

from time to time. 

3.A7 The Bank shall be further entitled to debit the Merchant’s settlement account in respect of all fees, service charges and any 

other payments due from the Merchant to the Bank as set forth in the current Fee Schedule. 

3.A8 The Bank shall accept partial payments, payments after the due date and payments on tendered bills with arrears or balances 

brought forward with the understanding that Customers paying part or after the due date pay at their own risk, that is, partial 

or late payments do not exempt customers from disconnection or denial of service by the Merchant concerned for overdue 

amounts. 

3.A9 In the event of any claim being made by a Customer pursuant to a late or partial payment which may arise due to the error act 

or omission of the Merchant, the Merchant shall indemnify the Bank for all liability for loss and damages which the Bank 

may suffer against the Customer including the cost of litigation and Attorney’s costs.   

 

4. MOBILE PHONE TRANSACTIONS 

4.1 The provisions of this clause 4 will only apply where the Merchant has, as indicated in Item 2 of the Schedule hereto, agreed 

with the Bank that it will purchase from the Bank Access Numbers for resale to its customers for use in pre-paid mobile 

phones. 

4.2 The Bank undertakes and agrees with the Merchant to: 

i. Install and maintain at the Merchant’s premises terminals and/or equipment that facilitate the sale of Access 

Numbers for Top-up by its customers; 

ii. Provide the means by which the Merchant can pay for a group of Access Numbers, either by Cash, cheque, 

money transfer, or any other means approved by the Bank; 

iii. Make Access Numbers available to the Merchant for resale; 

iv. Provide the means by which the Merchant can check its account balance and receive acknowledgement of 

funds deposited; 

v. Provide user training to the Merchant in respect of the Point Of Sale Terminals; 

vi. Provide 24-hour user support to the Merchant in respect of the Point Of Sale Terminals; 

vii. Pay the Merchant such commission as may be agreed between the parties from time to time (the current rate 

of commission being set out in Appendix 4); 

4.3 The Merchant undertakes and agrees with the Bank that it will: 

i. Pay to the Bank such fees as may be specified in the Fees Schedule for the services undertaken by the Bank in 

connection with Mobile Phone Transactions; 

ii. Open and maintain a Designated Account; 

iii. Advise the Bank within 24 hours of receipt of notification from its customers of the non-activation of any 

Access Numbers purchased by such customer from the Merchant; 

iv. Not re-sell Access Numbers to its customers until the next business day after it has received confirmation from 

the Bank of the receipt of payment. 

v. Assume all responsibility for explaining to its customers how the Mobile Phone Transactions work and 

promoting the use of the Point Of Sale Terminals by its customers for use in Mobile Phone Transactions. 

vi. Provide feedback to the Bank on an on-going basis regarding how the system is working and will encourage 

customer feedback regarding Mobile Phone Transactions and forward such feedback to the Bank; 

vii. Upon the re-sale of each Access Number, prepare a Transaction Slip in respect of such Mobile Phone 

Transaction and deliver a copy of the Transaction Slip to the customer at the time of the Transaction; 

viii. Provide the Bank with a Mobile Phone Summary detailing total sales for such day for each mobile phone 

provider at the close of each business day;  

ix. Comply with all procedures and instructions in the User Guide, which the Merchant confirms it has read and 

understood. 

5. DEBIT CARD TRANSACTIONS 

5.1 Where the Merchant has, as indicated in Item 2 of the Schedule hereto, agreed with the Bank that it will accept Debit Cards in 

payment for its goods and services the provisions of this clause 5 shall apply. 

5.2 It is hereby expressly declared for the avoidance of doubt that the provisions of clause 2 hereof (save and except for clause 2.4) 

shall apply to Debit Card Transactions. 

5.3 The Merchant acknowledges and agrees that although cash refunds may be permitted in respect of Debit Card Transactions no 

such refund may be affected by use of a Debit Card. 

6. ELECTRONIC COMMERCE TRANSACTIONS 

6.1 Where the Merchant has, as indicated in item 2 of the Schedule hereto, agreed with the Bank that it will accept Electronic 

Commerce Transactions the provisions of this clause 6 shall apply. 

6.2 The Merchant acknowledges that this type of transaction carries a greater risk of repudiation from Cardholders, and refusals 

and Chargebacks by the Bank as the transaction is not conducted in an environment where the Merchant and a Cardholder are 

both present in person. 

6.3 The Merchant agrees to comply with the following: 

i. That, for Non-Secure Transactions and Non-Authenticated Security Transactions, the Merchant shall have 

obtained the Cardholder’s Card expiration date and the three digit security code indent printed on the Card’s 

signature panel (CVV2 or CVC2) and forward it as part of the request for Authorisation. 

ii. That in respect of all Electronic Commerce Transactions, it shall do all of the following: 

a. Obtain Authorisation for each Electronic Commerce Transaction on any day up to seven (7) days 

prior to the Transaction Date.  This  Authorisation is valid if the Electronic Commerce 

Transaction amount is within 15% of the authorized amount, provided that the additional amount 

represents shipping costs. 
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b. Provide written disclosure to the Purchaser of any shipping and handling charges and any applicable 

tax. 

iii. That, if it offers an instalment option for an Electronic Commerce Transaction, in addition to the matters 

referred to above, it shall do all of the following: 

a. Obtain Authorisation for each instalment payable in respect of the Electronic Commerce Transaction: 

b. Disclose, in writing, to the Cardholder, whether the instalment terms limit the goods or services that 

a Cardholder may purchase. 

c. Inform a Cardholder not billed in the Electronic Commerce Transaction currency that each instalment 

amount may vary due to currency conversion rate fluctuations. 

d. Ensure that the sum of the instalments for the Electronic Commerce Transaction does not exceed the 

total price of the goods. 

e. Ensure that finance charges are not added to the instalment Electronic Commerce Transaction. 

6.4 Each Electronic Commerce Transaction shall be reflected in an Electronic Commerce Transaction Receipt in the form furnished 

by the Merchant to the Bank and which shall contain the following information: 

i. Electronic Commerce Merchant name 

ii. Electronic Commerce Merchant online address 

iii. Electronic Commerce Transaction amount indicated in transaction currency 

iv. Electronic Commerce Transaction Date, or in the case of instalments, the preparation date of the Electronic 

Commerce Transaction Receipt  

v. Unique Electronic Commerce Transaction identification number 

vi. Cardholder name 

vii. Authorisation Code 

viii. Electronic Commerce Transaction type (purchase or refund) 

ix. Description of merchandise/services 

x. Return/refund policy  

xi. Cardholder’s partially concealed credit card account number  

xii. A recommendation that the Cardholder/Purchaser print or save the Electronic Commerce Transaction Receipt 

for his/her records 

xiii. Customer Service or contact info  

xiv. Cancellation policy 

xv. Privacy policy 

6.5 In any Electronic Commerce Transaction Receipt the Merchant’s name must not be the name of the network provider or other 

entity unless the Electronic Commerce Transaction represents membership service charges or merchandise/services provided 

by the network provider itself. 

6.6 The Merchant must not return the full account number on the Electronic Commerce Transaction Receipt sent to the Cardholder 

instead the Merchant must assign a unique number to each transaction processed. 

6.7 The Merchant agrees that, in addition to any other information required by any law to be stated on its Website, its Website will 

contain all of the following information: 

i. Complete description of the goods or services offered 

ii. Return/refund policy 

iii. Customer service contact, including electronic mail address & telephone number 

iv. Electronic Commerce Transaction currency (e.g., US dollars, Jamaican Dollars) 

v. Export restrictions (if known) 

vi. Delivery policy 

vii. Country of Electronic Commerce Merchant Domicile 

viii. Currency converter 

ix. Logos of the Cards accepted by the Merchant 

6.8 The Merchant agrees that it will (if necessary) update its software to include Internet Transaction Identifiers and Secure 

Electronic Transaction Specifications in accordance with the requirements of its Internet service provider or gateway provider. 

6.9 It is hereby acknowledged and agreed that payment for E-Commerce Transactions will be via the use of a Credit Card. Therefore, 

to the extent not in conflict with any of the provisions of this clause 6, the provisions of clause 2 shall apply to all E-Commerce 

Transactions. 

6.10 Within seven (7) days (including the Transaction Date) of the Transaction Request Date, or such other period or periods as the 

Bank and the Merchant may agree given the nature of the goods sold by the Merchant, the Merchant agrees to ship and/or 

deliver the goods. 

6.11 The Merchant shall follow the following procedure for processing each Electronic Commerce Transaction: 

i. Each Electronic Commerce Transaction Receipt must be completed in sufficient detail to identify the 

transaction; 

ii. The Merchant must present the Electronic Commerce Transaction Receipt to the Bank within three (3) Business 

Days of the Transaction Date, unless presented under an approved deferred or instalment plan, or within three 

(3) Business Days of the date the Merchant receives the Cardholder’s returned merchandise, cancellation of 

service, or a price adjustment request for a credit.     

iii. The Bank reserves the right to refuse to process any Electronic Commerce Transaction Receipt presented by 

the Merchant if the Bank  did not issue an Authorisation, if any Authorisation previously issued by the 

Bank is or becomes invalid or if the Bank reasonably determines that the Electronic Commerce Transaction 

Receipt is or will become uncollectible from the Cardholder to which the sale would be otherwise charged, or 

if the Bank determines that the Electronic Commerce Transaction Receipt was prepared in violation of any 

provision of this Agreement. 

iv. For Electronic Commerce Transactions, the Bank will process the Electronic Commerce Transaction Receipts 

in the applicable interbank clearing systems.   After the Bank receives such Electronic Commerce Transaction 

Receipts, the Bank will initiate transfer of the net proceeds to the Merchant’s bank account with the Bank. The 

Merchant agrees that the transfer of net proceeds to its bank account constitutes provisional credit for its 

Electronic Commerce Transaction Receipts so long as no Cardholder has a dispute or challenge with respect 

to the Electronic Commerce Transaction Receipts for any reason. 

v. To the extent the net proceeds for any day are negative, the Bank may pursue one or more of the following 

options: (1) recoup all amounts due to the Bank from any funds otherwise due from the Merchant’s next 
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transmission of Electronic Commerce Transaction Receipts; (2) debit  any of the Merchant’s accounts with the 

Bank for the amount of the negative balance; (3) delay presentation of the Merchant’s credits until it makes a 

payment to the Bank of a sufficient amount to cover the negative balance; (4) reverse credit to the Cardholder 

where the Merchant does not have funds to cover (5) request (either verbally or in writing) payment for such 

amounts, and the Merchant agrees to resolve any negative balance within two Business Days of the Bank’s 

advice of a negative balance. 

6.12 The Merchant undertakes and agrees to comply with the provisions and requirements of the Electronic Transactions Act, 

including but not limited to the provision to the customer of the opportunity to do the following, in the order of their 

occurrence: 

i. Review the Transaction; 

ii. Correct any errors; 

iii. Withdraw from the Transaction before finally placing an order; and 

iv. Access electronically and reproduce an accurate summary of the order and the terms, including the total cost 

relating to any Transaction. 

6.A LYNK 

6.A1 In order to offer the Lynk Services to Customers, the Merchant must comply with the merchant account opening requirements 

set out in the Schedule hereto. 

6.A2 COMPLETION OF TRANSACTIONS AND FEE COLLECTION  

Upon completion of each Transaction, the amount paid by the Customer will be deposited to the Merchant’s Lynk merchant 

account, less the Fee payable on the Transaction per the attached Fee Schedule. The Merchant agrees to submit all refunds 

within 24 hours of the completion of the Transaction. 

6.A3 OBLIGATIONS OF THE PARTIES 

3.1. The Merchant’s Obligations 

3.1.1. The Merchant agrees to: 

3.1.1.1. Provide the Bank with details of the bank account to which Your Lynk merchant account will be linked; 

3.1.1.2. use the Features and the Services to process legitimate and lawful payments for goods/services that the 

Merchant provides to Customers and not to use Lynk and the Lynk merchant account for unlawful or 

fraudulent purposes, or any other purposes which are not permitted under this Agreement. Further, the 

Merchant consents to the Bank carrying out identity and fraud prevention checks and sharing information 

relating to this application with any fraud prevention, law enforcement or security agency; 

3.1.1.3. to provide the Bank with any additional information or documents that the Bank may require to complete 

ongoing Merchant Know Your Merchant (“KYC”) compliance, risk management and other guidelines 

issued by any regulator. Any non-compliance or delay shall entitle the Bank to suspend or terminate the 

Merchant’s ability to use the Lynk Services to collect payment from Customers; 

3.1.1.4. in the event that the Merchant is required to use any interface or integrate with the Bank’s systems to process 

Transactions, that the Merchant shall do so in accordance with the instructions provided by the Bank; 

3.1.1.5. monitor its Lynk merchant account and understand that it will be held responsible for all transactions that 

take place on the account. 

3.1.2. The Merchant agrees not to: 

3.1.2.1. use any systems provided by the Bank required to perform the Lynk Services in any way that results in 

complaints, disputes, claims, fees, fines, penalties and other liability to the Bank or a third party; 

3.1.2.2. Provide false, inaccurate or misleading information; 

3.1.2.3. Allow anyone else to access or use its Lynk merchant account; 

3.1.2.4. Use its Lynk merchant account for personal transactions; 

3.1.2.5. Charge Customers a fee to pay for goods/services using Lynk. 

 

3.2. The Bank’s Obligations 

The Bank shall use best efforts to ensure that Lynk is operational and can perform the Lynk Services but gives no 

guarantee to this effect. 

6.A4 LICENCE 

1. All intellectual property rights in Lynk, including the content, have been duly licensed to the Bank by TFOB (2021) 

Limited. 

2. The Bank grants the Merchant a non-exclusive limited license to use its Intellectual Property Rights for the sole purpose 

of promoting the Lynk Services and advertising that it facilitates Transactions. However, the rights conferred upon the 

Merchant by the Bank under this clause shall terminate with the termination of this Agreement in accordance with the 

terms and conditions herein. For the purpose of this paragraph, “Intellectual Property” shall mean the logo, brand 

reference and other creatives of the Bank. 

6.B INTEGRATED SOLUTIONS  

6.B1 The Bank shall enable the Merchant to accept Transactions through one or more Integrated Solutions approved by the Bank 

for use within its acquiring environment. Approval of an Integrated Solution by the Bank shall not constitute a representation, 

warranty, endorsement, or assumption of responsibility for the security, performance, configuration, or compliance of such 

solution.  

6.B2 The Bank may, now or in the future, provide, resell, recommend, facilitate access to, or otherwise make available Integrated 

Solutions supplied by the Bank or third-party technology providers. Notwithstanding any such involvement, all Integrated 

Solutions shall remain the sole responsibility of the Merchant, and the Merchant shall ensure that any such solution complies 

at all times with PCI DSS, Card Organization rules, and all other security and operational requirements set by the Bank.  

6.B3 The Bank shall not be responsible for the supply, configuration, installation, integration, maintenance, training, support, 

security, compliance, certification, or operation of any Integrated Solution, irrespective of whether such solution is: 

i. procured directly by the Merchant,  

ii. implemented or provided by a third-party service provider, integrator, reseller, or technology partner,  
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iii. resold or facilitated by the Bank, or  

iv. developed or introduced after the execution of this Addendum.  

6.B4 The Merchant acknowledges that the use of any Integrated Solution - whether attended or unattended, existing or future - is 

conditional upon the Merchant maintaining full PCI DSS compliance for the entire duration of its use. The Merchant shall 

be solely responsible for ensuring that all third-party service providers, integrators, and solution partners engaged by or on 

behalf of the Merchant maintain continuous PCI DSS compliance and hold a valid PCI Attestation of Compliance. 

6.B5 The Bank shall have no liability whatsoever for any security breach, non-compliance, loss, cost, damage, penalty, assessment, 

chargeback, fraudulent transaction, counterfeit transaction, or operational failure arising from or connected to any Integrated 

Solution or any third-party provider engaged in its implementation or operation, regardless of NCB’s involvement in 

facilitating, reselling, recommending, or approving such solution. 

6.B6 The Bank’s Services under this section 6B are limited exclusively to payment processing, settlement, and related acquiring 

services. The Bank does not provide, nor is it obligated to provide, any technical, operational, cybersecurity, or compliance 

support related to any Integrated Solution. 

6.B7 The Merchant acknowledges and agrees that, where there is processing, transmission or storing of card data or sensitive 

authentication data, all Integrated Solutions must be certified to applicable EMV, PCI DSS, PCI PTS, and Card Organization 

standards, and configured in accordance with Card Organization rules, including Cardholder Verification Method 

requirements, transaction limits, and restrictions on fallback or manual processing. 

6.B8 All Integrated Solutions shall be the sole responsibility of the Merchant. The Merchant shall bear all liability for chargebacks, 

counterfeit/fraudulent transactions, fallback transactions, non-qualified interchange, and any Card Organization fines, 

assessments, or fees arising from the use, configuration, or failure of an Integrated Solution. 

6.B9 The Merchant’s obligations under this Agreement extend to all third-party suppliers, integrators, resellers, and service 

providers involved in providing, installing, configuring, or operating an Integrated Solution. The Merchant shall ensure such 

parties always remain compliant and acknowledges that the Bank assumes no responsibility for their actions, omissions, or 

failures. All such third-party service providers must have a current and valid PCI attestation for all service providers they 

work with. 

6.B10 The Merchant shall not utilize manual fallback, paper imprint, or voice Authorisation methods with any Integrated Solution 

unless expressly permitted under Card Organization rules for the applicable environment. 

6.B11 The Integrated Solution shall be maintained in a secure and tamper-resistant condition, with regular inspection, prompt 

firmware/software patching, and fraud monitoring by the Merchant. Records of such checks shall be made available to the 

Bank on request. 

6.B12 The Merchant shall notify the Bank within twenty-four (24) hours of any suspected or actual security breach, compromise, 

tampering, or unauthorized access involving any Integrated Solution. 

6.B13 The Integrated Solution shall clearly display the Merchant’s name, refund policies, and contact information at or near the 

point of interaction as required by Card Organization rules, regardless of whether the solution is attended or unattended. 

6.B14 The Merchant monitors the compliance status of any third party service providers with which it  shares Cardholder data and 

must maintain written agreements with all third party service providers whereby they acknowledge their responsibility for 

Card data in their possession. Further, the Merchant shall ensure: 

i. that at the commencement of the engagement of a third party with whom cardholder data is shared, the Bank 

is notified in writing of the particulars of the third party and the scope of engagement,  

ii. that all such third party service providers deliver to the Merchant a PCI Attestation of Compliance annually;  

iii. that all payment solutions and/or devices provided by any such third party service providers are PCI certified;  

iv. in the event of an actual or potential data breach on the Merchant, the Merchant shall immediately engage a 

cyber forensic investigator to execute evidence collection, data recovery and analysis, incident reconstruction, 

attribution, and recommend and/or implement security enhancement. The Bank reserves the right to reject the 

findings and/or recommendations of any cyber forensic investigator that fails to satisfy the standards of the 

Bank as determined in its sole discretion.  

6.B15 The Bank shall process Transactions submitted through an Integrated Solution in accordance with applicable laws and Card 

Organization rules. 

6.B16 The Bank shall have no responsibility for the performance, support, or security of any Integrated Solution, third-party service 

provider, or integrator nor for any losses arising from configuration errors, failed integrations, software defects, device 

failures, or the actions or omissions of any third-party engaged by the Merchant. 

6B.17 Nothing in this Agreement obligates the Bank to provide technical support for third-party systems or software. 

7. GENERAL  

 

7.1 The following general provisions shall apply to all Transactions: 

Representations and Warranties 

7.2 The Merchant represents and warrants to the Bank that: 

All statements of fact contained in each Transaction Slip are true and it has no knowledge that would impair the validity or 

collectability of any Transaction Slip submitted to the Bank; 

7.3 Where the services provided by the Merchant involve the provision of hotel accommodation, the Transaction is not one in which 

the notification period for cancellation of the service is in excess of 72 hours;  

7.4 It has checked the validity of the Card and in the case of a Credit Card Transaction carried out manually, that such Credit Card 

does not appear on the Restricted List supplied by the Bank; and 

7.5 All information required from the Merchant’s customer in order to fully and accurately complete any Transaction Slip, has, 

where possible, been personally examined and verified by it. 
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Refunds, Adjustments etc. 

7.6 The Merchant shall use its best endeavours to maintain a fair policy with regards to the exchange, return, cancellation or 

adjustment of Electronic Commerce Transactions (the “return/cancellation policy”). The Merchant’s policy shall be applied 

equally to all Cardholders and shall be clearly posted on its Website or disclosed to Purchasers by some other means of which 

the Bank has notice.  If the Merchant allows an exchange (which results in a lower charge to the Cardholder), return of goods, 

cancellations of services or any other adjustments in connection with an Electronic Commerce Transaction Receipt resulting 

from a prior Electronic Commerce Transaction, the Merchant will prepare and deliver to the Bank a credit receipt to offset the 

specific Electronic Commerce Transaction Receipt previously presented by the Merchant.  The amount of the credit receipt 

shall not exceed the amount shown as the total on the original Electronic Commerce Transaction Receipt except by the exact 

amount required to reimburse the Cardholder for postage that the Cardholder paid to return goods, in accordance with the above 

return/cancellation policy.  The Merchant agrees not to accept cash or any other consideration from a Cardholder in return for 

preparing a credit receipt to be deposited to the Cardholder’s account, nor to give cash refunds to Cardholders in connection 

with an Electronic Commerce Transaction. 

7.7 The Merchant agrees to submit a copy of its return/cancellation policy to the Bank at the date of this Agreement.  Any subsequent 

changes to such policy shall be submitted in writing to the Bank not less than thirty (30) days prior to such change becoming 

effective. The Bank will signify in writing within 10 days of receipt of the amended policy its acceptance of the changes. Failure 

by the Bank to respond within 10 days will be deemed as acceptance of these changes. The Bank reserves the right to refuse to 

process any credit receipt prepared in accordance with a revised return/cancellation policy deemed not acceptable by the Bank. 

7.7 The Merchant agrees that any refund that is submitted for manual processing more than 120 days after the date of the Transaction 

shall be subject to a Manual Refund fee per the attached Fee Schedule. per the attached Fee Schedule. 

Rejections/Chargebacks 

7.8 The Merchant agrees that the Bank shall be entitled to Chargeback to the Merchant the dollar amount of any Transaction in the 

event of the occurrence of any of the events specified in clause 7.9  

7.9 The events referred to in clause 7.8 are as follows: 

i. Where a Qualified Card recites a date of validity which is not yet valid or has expired; 

ii. Where a Qualified Card used in a situation where authorisation is not required is counterfeit, invalid, voided or 

revoked, provided notice of such invalidity, voiding or revocation was advised by the Bank; 

iii. Where the Transaction Slip is executed or endorsed incorrectly or executed or accepted fraudulently. 

iv. Where the Cardholder disputes sale of goods/or services, execution of the Transaction Slip or in the case of a 

Telebanking Transaction, the whole or any part of any instructions to the Bank to make any payment to the 

Merchant and the Bank has, if it deems necessary, investigated such dispute and concluded that the claim is 

legitimate; 

v. Where circumstances surrounding the transaction constitute a breach of any of the terms or conditions of this 

Agreement, including a breach of any warranty or representation contained in this Agreement; 

vi. Where the Transaction Slip is illegible, or incomplete; 

vii. Where the amount of the Transaction Slip exceeds the Floor Limit and /or an Authorisation Number was not 

properly obtained; 

viii. In the case of a Card-not-present Transaction, for any reason deemed sufficient by the Bank, including failure 

to comply with the terms specified in the Card-not-present Transactions section herein; 

ix. Where the Merchant chooses to process EMV chip cards manually and not on the Bank’s EMV enabled 

terminals, the Merchant may become liable for payment of any transaction submitted for chargeback by the 

applicable EMV chip card issuer fraud claim. 

7.10 The Transaction evidenced by a Transaction Slip or any other credit extended in respect thereof includes a cash advance made 

by the Merchant to a Cardholder; 

7.10 The Transaction evidenced by a Transaction Slip or any other credit extended in respect thereof includes a cash advance made 

by the Merchant to a Cardholder; 

7.11 The Merchant can be shown to have attempted to reduce or disguise the amount of any one Transaction by the use of multiple 

Transaction Slips (known as split ticketing); 

7.12 Copies of the same Transaction Slip have been deposited by the Merchant more than once or where the Bank has credited the 

Merchant more than once with the same Transaction Slip; 

7.13 The Merchant has deposited, or attempted to deposit, with the Bank Transaction Slips in respect of fictitious Transactions, or 

has otherwise defrauded or attempted to defraud the Bank; 

7.14 The Merchant has failed to comply with the terms of this Agreement; 

7.15 The Merchant has not provided the Bank with copies of a requested Transaction Slip at any time during the period in which 

the Merchant is required by this Agreement to maintain a copy of same; 

7.16 Transactions which for any reason are unacceptable to the Bank; 

7.17 The Transaction Receipt is in excess of the Merchant’s Floor Limit. The Bank has established the Merchant’s current Floor 

Limit at zero, and the Bank may from time to time raise or lower the Merchant’s Floor Limit upon notice to the Merchant.  It 

is understood and agreed that no Transaction Receipt for a total amount in excess of the Merchant’s Floor Limit in effect from 

time to time will be accepted by the Bank unless the Merchant has obtained Authorisation for such sale and the code number 

given to it to indicate said Authorisation appears on the Transaction Receipt.   

7.18 The Transaction Receipt is based on a pre-authorisation form and the Card on which the pre-authorisation form was based has 

been revoked and the Merchant was so notified. 

7.19 The Card giving rise to the sale has been placed on the caution list by the issuer and prior to the sale the Merchant had received 

notice of such listing in writing or otherwise.  If such Card appears on a caution list, the Merchant shall immediately call the 

Bank. 

7.20 The Transaction Receipt was not delivered to the Bank within the allowable time period contained in Clause 6.11 hereof. 

7.21 The Transaction Receipt contains an over the Floor Limit Authorisation that expired prior to the Transaction Date. 

7.22 The Transaction Receipt or credit form used is not the form authorised by the Bank. 

7.23 The Merchant does not provide electronic data requested by the Bank within five (5) business days of the date of the request.   

7.24 Where the Cardholder is entitled pursuant to the Electronic Transactions Act to a full refund of any payment made by him. 
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7.25 The Merchant agrees to repay to the Bank on demand the amount of any Chargebacks. Without prejudice to the foregoing, the 

Bank shall be entitled to debit the Merchant’s account or bill the Merchant for such Chargebacks. 

7.26 The Merchant shall be responsible to the Bank for any overdrafts of the Merchant's account resulting from any Chargebacks 

made by the Bank pursuant to clause 7.8. 

7.27 Where any claim for rejection or Chargeback is made by the Merchant, such claim shall be made within forty-five (45) days 

of the date of posting of the charge to the Merchant’s account, and the Bank shall not be bound to reverse or reprocess any 

charge to the Merchant if claimed outside such period. 

7.28 The Merchant acknowledges that depending on the type of goods and/or services offered by the Merchant, or such other factors 

as the Bank considers appropriate, the Bank may at any time classify the Merchant as being involved in a high risk business. 

If so classified, the Merchant acknowledges and agrees that payments from the Bank to the Merchant may, without more, be 

delayed by the Bank for a period not exceeding sixty (60) days from the date of receipt by the Bank of the Transaction Slip to 

seek to minimize Chargebacks. 

7.29 Where the Bank has not yet made payment to the Merchant in respect of any Transaction Slips received from the Merchant, 

and the Bank determines that such Transaction Slip is likely to be uncollectible for any of the reasons specified in clause 7.9, 

the Merchant acknowledges and agrees that the Bank shall be entitled to reject such Transaction Slip and return same to the 

Merchant. 

7.30 Within 3 Business Days from the date of any request from the Bank, the Merchant undertakes and agrees to provide to the 

Bank all necessary information to assist the Bank in any investigation and resolution of any rejections/Chargebacks or other 

disputed Transactions. 

7.31 The Bank shall also be entitled to debit the Merchant’s account or bill the Merchant for any additional fees levied by the Bank 

from time to time resulting from the processing of any such rejections/Chargebacks or due to any non-compliance by the 

Merchant with any of its obligations under this Agreement. Such additional fees shall be determined from time to time by the 

Bank and shall be notified to the Merchant. 

Provision for Charge-Backs 

7.32 The Merchant agrees to maintain funds on deposit with the Bank in a minimum amount as notified by the Bank in writing 

from time to time  (the “Deposit”).  The Deposit will be blocked so that the balance does not fall below the required minimum 

amount at any time, and the Merchant agrees that the Bank may appropriate the Deposit at any time, without notice, to satisfy 

any obligations which may arise from time to time in the Bank’s favour by way of settlement of any payments for Chargebacks, 

potential Chargebacks and adjustments on any Transactions made with the Merchant.  The Deposit will be in a collateral 

account under the name   Electronic Commerce Merchant - Collateral Account. 

7.33 The Merchant also agrees that the Bank may review the minimum amount of the Deposit from time to time at its discretion, 

and the Bank reserves the right to increase the required minimum amount accordingly.  In the event the Bank does increase 

the required minimum amount, the Merchant must meet the new minimum amount within five (5) days.   In the event that the 

Merchant fails to meet the new minimum amounts within five (5) days the Bank reserves the right to suspend/terminate the 

Agreement. 

7.34 In the event that the Merchant’s participation in the Bank’s card system is terminated the Merchant agrees that the Bank will 

retain the Deposit for a minimum period of eighteen (18) months or for such further period as may be required to satisfy any 

obligations which were entered into before the termination date, but which may arise after the termination date in the Bank’s 

favour by way of settlement of any Charge-backs on any Transaction made with the Merchant. 

7.35 The Merchant further agrees not to grant or purport to grant to any other person any security or other legal or beneficial interest 

in such funds. 

7.36 If and to the extent that the Bank is obliged to pay any fee or other charge to any international payment entity (including but 

not limited to Visa International, MasterCard, Discover Card, or any other credit card company or agent or facilitator of credit 

card transactions) as a result of the Merchant exceeding any limit imposed by it on the number or value of Chargebacks per 

month allowed in relation to the Merchant, the Bank shall charge the Merchant and the Merchant shall pay to the Bank an 

amount equal to such fee or other charge 

Rules, Instructions and Procedures 

7.37 The Bank is permitted to amend the rules and regulations governing any Transactions provided that it provides the Merchant 

with no less than forty-five (45) days prior written notice of such amendments. Any amendments made in accordance with 

this clause 7.37 from time to time are herein incorporated by reference. 

Advertising 

7.38 The Bank will furnish the Merchant with forms, advertising aids, promotional material, and any other bank forms necessary 

to facilitate the Transactions. The Merchant will adequately exhibit advertising displays supplied by the Bank. All such items 

and material remain the property of the Bank and, upon termination of this Agreement or upon request by the Bank at any 

time during its operation, shall be returned to the Bank forthwith. 

Solicitation or Acceptance of Payments 

7.39 The Bank shall be the absolute owner of all Transactions Slips sold to it and have the sole right to make billings and collections 

thereon. 

7.40 The Merchant agrees: 

i. To preserve all records pertaining to Transaction Slips for eighteen (18) months from the date thereof and to 

allow the Bank to examine and verify the same; 

ii. To execute and file any and all statements and notices requested by the Bank in order to preserve or protect the 

Bank's interest under this Agreement; and 

iii. To comply within five (5) calendar days with any requests for the production of documents or other information 

made by the Bank. 

7.41 The Merchant further agrees that it shall not charge any fee for the preservation of records, execution of statements, and 

notices, or compliance with document production requests. 
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Cardholders Disputes 

7.42 Any and all disputes between the Merchant and Cardholder respecting any sale of goods or any rendition of service or payment 

of taxes, duties and imposts in respect of any Transaction shall be resolved between the Cardholder and the Merchant. In the 

event that disputes are not resolved between the Merchant and the Cardholder the Bank reserves the right to charge the item 

back in accordance with the provisions of this Agreement. 
Retention and Retrieval of Card 

7.43 The Merchant agrees to use its best efforts by reasonable and peaceful means to retain or recover a Card: 

i. when the Merchant is instructed by the Bank so to do; or 

ii. where the Card number is listed on any Restricted List. 

General Indemnity 

7.44 The Merchant will fulfill completely all obligations on its part to be performed under the terms of the sale of goods and/or 

services and/or payments of taxes, duties and imposts and agrees to indemnify and hold the Bank harmless from: 

i. Any and all claims by Cardholders arising thereon imposed by way of defence, dispute, setoffs or 

counterclaims; and 

ii. Any and all claims arising from the violation of any applicable law or regulation. 

Compliance 

7.45 The Merchant will comply with all by-laws and rules of the Bank applicable to Transactions as are now in effect, as amended 

from time to time. All such by-laws and rules are incorporated herein by reference and shall be available for inspection upon 

request. 

7.45.1. The Merchant will comply with all required security, AML/CFT, PCI DSS, or other requirements covering the 

various services as issued and recommended by the Bank. 

7.45.2. Further to the provisions of section 5.4 of the Merchant Agreement, the Merchant agrees and acknowledges 

that the Bank is permitted to disclose the confidential information of the Merchant to the Bank’s affiliates or 

subsidiaries, law enforcement, any applicable regulatory body, the Bank’s sub-contractors, to facilitate any 

security AML/CFT PCI DSS or other requirement that the Bank may require its Merchants to meet. 

Audits and Inspection 

7.46 Upon providing at least 24 hours prior written notice to the Merchant (and during the Merchant's normal business hours), the 

Bank or its duly authorised representatives may visit the Merchant's business premises, and may examine the equipment 

provided by the Bank in connection with this Agreement, that part of the books and records of the Merchant that pertain to the 

Merchant's sales made by honouring Cards, those portions of the Merchant’s Website or web presence that accepts and or 

processes Cardholder information including web, database and application servers, or any other supporting or connected 

hardware or software or to the Merchant's practices regarding any Transaction including the Merchant's books and records 

concerning all Transaction Slips. 

7.47 The Merchant undertakes and agrees to cooperate with and assist the Bank in completing any such audit and inspection and 

shall provide any and all assistance as may be required. 

Settlement Account 

7.48 The Merchant undertakes and agrees with the Bank to establish, if necessary, operate and maintain a bank account at the Bank 

to facilitate the settlement of sums due from the Bank to the Merchant and from the Merchant to the Bank. At usual intervals, 

as with any other account maintained by the Bank, the Bank will provide to the Merchant statements of the movements in 

respect of this account. The Merchant shall be entitled to request and obtain reprints of any such statements free of cost if such 

a request is made within thirty (30) days of the initial statement date. Where the requests are made after thirty dates, the 

merchant will be charged the fee set out in their current Fee Schedule. 

Insolvency 

7.49 The Merchant shall not sell, provide, exchange, or otherwise disclose to third parties (other than to the Merchant's agents and 

contractors for the purpose of assisting the Merchant in completing the Transaction, or to MasterCard or Visa, or as specifically 

required by law) any Cardholder's number information nor any other information about the Cardholder or about the 

Cardholder's account, without obtaining the proper written consent of the Cardholder on a document other than the Transaction 

Slip. The prohibitions of this section shall be applicable to any and all forms, documents and media in which such Card 

numbers or other information may be set forth or stored (including as examples but without limitation Transaction Slips, 

carbon copies and photocopies), and the Merchant shall utilise storage and disposal procedures that will prevent any improper 

disclosure of such Card numbers or other information. 

Warning 

7.50 The Merchant shall not sell, provide, exchange, or otherwise disclose to third parties (other than to the Merchant's agents and 

contractors for the purpose of assisting the Merchant in completing the Transaction, or to MasterCard or Visa, or as specifically 

required by law) any Cardholder's number information nor any other information about the Cardholder or about the 

Cardholder's account, without obtaining the proper written consent of the Cardholder on a document other than the Transaction 

Slip. The prohibitions of this section shall be applicable to any and all forms, documents and media in which such Card 

numbers or other information may be set forth or stored (including as examples but without limitation Transaction Slips, 

carbon copies and photocopies), and the Merchant shall utilise storage and disposal procedures that will prevent any improper 

disclosure of such Card numbers or other information. 

Investigation 

7.51 The Merchant agrees that the Bank may obtain from any credit agency or other financial institution whatever commercial and 

credit information that the Bank deems appropriate with respect to the Merchant. 

7.51.1. The Merchant hereby consents to the disclosure to the Bank such credit information that one or more credit 

bureaus duly licensed under the Credit Report Act may have in regard to the Merchant. 
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7.51.2. The Merchant hereby consents to the Bank providing this Agreement which evidences its consent to the 

credit bureau by electronic means and to the credit bureau providing the said information to the Bank by 

electronic means. 

7.51.3. The Merchant hereby acknowledges and agrees that some of the services that are offered by way of this 

agreement require the extension of credit to the Merchant and are therefore credit facilities. 

7.51.4. The Merchant understands and agrees that its consent which is hereby given (a) shall subsist for the duration 

of this or any future credit facility (b) shall remain valid and binding unless expressly revoked by the 

Merchant (c) cannot be revoked during the subsistent of any credit facility with the Bank (d) will be 

applicable to all applications made by the Merchant to the Bank for credit facilities either as borrower or 

guarantor and also for the purpose of facilitating risk assessment for granting further extension of credit for 

any current credit or future credit facility. 

Information About The Merchant's Business 

7.52 The Merchant agrees to furnish to the Bank upon five (5) days written notice such financial statements and information 

concerning the Merchant or its parent, subsidiary or affiliated entities as the Bank may from time-to-time request. 

Amendment 

7.53 The Bank shall have the right to amend this Agreement at any time and from time to time upon providing forty-five (45) days’ 

notice in writing thereof to the Merchant and publishing an electronic copy of the Agreement, as amended, to the Bank’s 

website, except in the case of the Fee Schedule which is guided by section 4.1 of the Agreement. If such amendment is 

unacceptable, the Merchant may by notice to the Bank terminate this Agreement. 

Strict Performance 

7.58 No delay by the Bank in demanding payment herein, or in charging the Merchant's account, or pursuit by the Bank of alternate 

remedies, shall constitute a waiver or estoppel against it. 

7.59 No act or conduct by the Bank, or failure to enforce any provision hereof by the Bank shall be alleged by the Merchant to 

constitute a waiver of any of the Bank's rights or remedies flowing from a breach of any provision hereof, nor shall such act, 

or indulgence be alleged to be an amendment to the Merchant's obligations under the Agreement, unless such amendment is 

agreed upon in writing by the Bank and the Merchant. 

7.60 The Merchant acknowledges that the Bank has relied upon the Merchant's representations and warranties herein as well as 

representations made by the Merchant in the Merchant application, on which basis the Bank made its decision. The Merchant 

agrees to immediately advise the Bank of any material change in the nature of its operation, variation in its usual activities, or 

in the nature and volume of business transacted by the Merchant. 

Notice 

7.61 All notices and publications made by: 

i. Either party shall be deemed to have been sufficiently given to each party if in writing and if sent by prepaid 

post letter, or delivered by hand, to the last known address of such party’s principal place of business in Jamaica 

and shall be deemed to have reached the addressee on the fifth day following the posting thereof, or if by 

personal delivery, on the date that same is handed to a person duly authorized to accept service on behalf of 

such party. 

ii. The Bank shall be deemed to have been sufficiently given to the Merchant if communicated by any of statement 

messages, online messages, e-mail, website message and/or SMS. 

Force Majeure 

7.62 The Bank shall not be liable for delays in processing or other non-performance caused by such events as fires, 

telecommunications failure, equipment failures, strikes, riots, wars, non-performance of the Bank's vendors or suppliers, Acts 

of God, or other causes over which the Bank has no control. 

Whole Agreement 

7.63 The terms of this Agreement form the whole agreement between the Bank and the Merchant and supersedes all prior 

agreements, understandings, negotiations and discussions, whether oral or written, between the Bank and the Merchant relating 

to the subject matter hereof and shall not be removed, or varied in any way, other than as provided for in the Agreement.  No 

other express terms, written or oral, shall be incorporated into the Agreement. 

Care of Point-of-Sale Terminals Equipment and Supplies 

7.64 The Merchant agrees that it will take full and proper care of all terminals, equipment, supplies and any other material provided 

by the Bank and shall bear the cost of repairs or replacement of such equipment necessitated by physical damage not arising 

from fair wear and tear or usage. If the terminal is damaged in the possession of the merchant, the Bank shall be entitled to 

repair it at the cost and expense of the merchant, and such cost will be payable and deducted from the designated account. 

7.65 The Merchant agrees to ensure that all equipment supplied by the Bank is monitored during and after closing. The equipment 

should be left on to allow for remote application updates. The Merchant agrees to develop security procedures around 

unauthorized use of the equipment and train employees on them. Security procedures include direction and conditions for 

contacting the Bank in the event the employee suspect that the equipment has been lost, stolen or tampered with. 

Fines and Charges 

7.66 The Merchant agrees that it will abide by all applicable rules and implement recommendations to mitigate against fraudulent 

activities that the Card Organizations may institute from time to time. The Merchant further agrees that the Bank shall be 

entitled to pass on to or recover from the Merchant any charges, fees, and/or penalties levied upon the Bank by other Card 

Organizations as a result of activities constituting a breach of the rules of the Card Organizations and/or activities relating to 

fraudulent transactions directly attributable to the Merchant’s business including without limitation improper card account use 

, use of counterfeit, lost or stolen cards. These amounts will become payable immediately upon demand and the Merchant 

further agreed that the Bank shall deduct same in accordance with section 4.5 of the Agreement. 
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Partial Authorisation 

7.67 The Bank’s Authorisation System shall support the processing of Partial Authorisation Transactions whereby a Transaction 

can be approved for the amount available on a Card when the Card balance is insufficient to cover the full value of the 

Transaction. It shall be the sole responsibility of the Merchant to obtain payment from the Cardholder of the balance of the 

value of the Transaction by means of an alternative payment method such as, but not limited to, cash, another Card or cheque. 

The Merchant agrees that the Bank shall bear no liability to the Merchant for any shortfall in payments received by the 

Merchant for a Transaction where Partial Authorisation was approved.  

8. PROHIBITED ACTIVITIES 

8.1 The Merchant agrees to observe and comply with the following and should the Bank detect that the Merchant is or has been 

involved in any prohibited activities referred to in this clause 8 since the date of this Agreement, the Bank will have the option 

of immediately terminating the Merchant’s participation in any of the programmes offered by the Bank pursuant to this 

Agreement: 

i. The Merchant agrees to observe business integrity and accordingly will not conduct any activity or facilitate 

Transactions prohibited under the Jamaican law including but not limited to money laundering, counter 

financing of terrorism and tax evasion as well as any transaction listed in this clause 8 as a prohibited 

transaction; 

ii. The Merchant agrees that it will not conduct activity or facilitate Transactions in any business segment 

identified by the Bank and communicated to the Merchant as prohibited, from time to time. If the Merchant is 

an agricultural co-operative or is engaged in the business of conducting wire transfers or money orders, the 

Merchant further agrees that it will not conduct any activity or facilitate any Transactions using CUP Cards. 

iii. The Merchant will know its customer and accordingly will not knowingly aid or abet any activity prohibited 

by law. For the purposes of this Agreement the Merchant shall be deemed to sufficiently ‘know its customer’ 

if in addition to any other information regarding the Cardholder required to be obtained pursuant to this 

Agreement, the Merchant shall also obtain the full name of the customer, the full name of the person to be 

billed on the Card statement, the billing address and any other relevant Card information or as may be requested 

by the Bank from time to time; 

iv. The Merchant will know its own business, and accordingly will inform itself and exercise good judgement so 

as not knowingly to render any service in respect of any electronic record or information which contravenes 

sub-clauses (a) and (b) of this Clause, or which ought reasonably to be considered as likely to contravene or 

already to have contravened the laws of Jamaica as may be amended from time to time; 

v. The Merchant will protect personal data, and accordingly will respect the privacy, accuracy and security of 

personal information and report immediately to the Bank any breach of cardholder or Bank information in its 

possession or that of its agents; 

vi. The Merchant will avoid abusive language, and will not send bulk, unsolicited emails, seek unauthorised access 

to other people’s systems or seek to interrupt other people’s use of electronic communications, or enable others 

to do so; 

vii. The Merchant will not store Cardholder’s information electronically or in any other format. 

viii. The Merchant will not use, and will not allow any other person to use, any card that has been issued to the 

Merchant by the Bank to conduct transactions at a Point Of Sale Terminal that has been assigned to the 

Merchant by the Bank pursuant to this Agreement. In the event of a breach of this clause, a Payment Association 

Breach fee shall be payable by the Merchant per the attached Fee Schedule. 

Gambling 

8.2 The Merchant agrees not to process or facilitate any transaction in relation to prohibited activities in this clause 8.2. The Bank 

will not facilitate any Transactions where it suspects the purchase of any form of gambling services which is offered by 

unregulated persons or entities in Jamaica, or, any form of gambling services which is offered by persons or entities located 

otherwise than in Jamaica and may be facilitated over the Internet or other networks (“online gambling”).  Gambling services 

include, but are not limited to the following: 

i. Betting; 

ii. Lotteries; 

iii. Casino-style games; 

iv. Funding an account established by the   

v. Merchant on behalf of the Cardholder; 

vi. Purchase of value for proprietary payment, merchant such as electronic gaming chips. 

Adult Entertainment 

8.3 The Merchant agrees not to process or facilitate any transaction in relation to prohibited activities in this clause 8.3. The Bank 

will not facilitate any Transactions where the Bank suspects the purchase of any form of adult entertainment / services over the 

Internet or other networks.  Adult entertainment includes, but is not limited to the following: 

i. Obscene photographs, images or articles involving such things as extreme violence, bestiality and pornography; 

ii. Indecent photographs or indecent pseudo-photographs of a child. 

Drug Sales 

8.4 The Merchant agrees not to process or facilitate any transaction in relation to prohibited activities in this clause 8.3. The Bank 

will not facilitate any Transactions where the Bank suspects the purchase of any form of drugs that violate applicable laws.  Such 

drugs may include, but are not limited to the following: 

i. Controlled substances 

ii. Prescription medicines 

iii. Other regulated products 



 

Page 17 of 21 

CONFIDENTIAL  

  

NCB Universal Merchant Agreement Terms & Conditions 

Form Revised January 2026  

8.A HIGH RISK MERCHANTS  

Adult Content Merchants 

8.A1The Bank does not tolerate the use of its network and products for illegal activity. The Bank hereby explicitly and unequivocally 

prohibits the use of its network in relation to content depicting non-consensual sexual behavior and child sexual abuse material. 

Specifically, a Merchant must not use the Visa owned marks in relation to, or for the purchase or trade of, photographs, video 

imagery, computer generated images, cartoons, simulation, or any other media or activities including, but not limited to, any of 

the following: 

i. Child sexual abuse material (CSAM) 

ii. Incest 

iii. Bestiality 

iv. Rape (or any other non-consensual sexual behavior) 

To comply with the Merchant Agreement and related requirements, transactions involving adult content may only be submitted 

to the Payment System if all the individuals depicted in the content are: (a) of legal age; and (b) participating consensually, as 

required by law. These transactions must also comply with all other applicable laws and regulations. 

The Merchant warrants and shall warrant annually thereafter that the Merchant is operating in compliance with the Rules, meets 

the requirements outlined in the Guide, and has effective controls in place to monitor, block, and where necessary, to 

immediately take down all content as appropriate. If the Bank requires additional validation of the controls a Merchant has in 

place, the Merchant will comply with such a request within the timeframe specified by the Bank. 

A. Requirements regarding Adult Content Merchants that Allow Third-Party Content Providers 

When a Merchant allows Third-Party Users to upload or generate content (e.g., user-generated content), including, real-

time/live streaming content: 

i. The Merchant must enter into a written agreement with the content provider and such written agreement must: 

a. Specifically prohibit any activity that is illegal or otherwise violates the Rules or the requirements of 

this Program guide. 

b. Require the content provider to maintain records and evidence from all persons depicted in the 

content confirming the following: 

i. Consent to be depicted in the content 

ii. Consent to allow public distribution of the content, including uploading of the content to 

the Merchant’s website. 

iii. Consent to allow downloading of the content by users, if downloading capabilities are 

available. 

c. Require the content provider to verify the identity and age of all persons depicted in content to ensure 

that all persons depicted are adults and to be able to provide supporting documents upon request, 

which the Acquirer should verify at a minimum on a sample basis. The Merchant shall also directly 

obtain and verify the identity and age of all persons depicted in content. 

ii. Requirements for all Adult Content and Services Merchants 

iii. The Merchant shall only permit content uploads from verified content providers, which includes the review 

and validation of the content provider’s government-issued identification, and steps to ensure that the 

government-issued identification is in the possession of, and belongs to, the content provider. 

iv. All uploaded content must be reviewed prior to publication to ensure the content complies with applicable laws, 

the Rules, and the VIRP guide. 

v. In the case of livestreamed or “real-time” content, the Merchant must have controls that permit it to fully control 

the content, including monitoring the content and removing any content that does not comply with applicable 

law. 

B. Requirements for all Adult Content and Services Merchants 

i. The Merchant must examine the content on its website(s) at least quarterly to ensure compliance with applicable 

law, the Rules and the requirements of the VIRP guide. 

ii. The Merchant must not market the content of its website or permit content search terms to give the impression that 

the content contains child-exploitation materials or the depiction of non-consensual activities. 

iii. The Merchant must support a complaint process that allows for the reporting of content that may be illegal or 

otherwise violates the Rules or the requirements of this Program guide and must review and resolve all reported 

complaints within seven (7) business days. In the event there is evidence of illegal content, the Merchant must 

remove that content immediately and notify the Bank of the event. 

iv. The Merchant must offer any person depicted in a video or other content the ability to appeal any decision by the 

Merchant based on a claim of lack of consent. Once an appeal is triggered, the Merchant must, through a reasonable 

process, confirm that it obtained appropriate consent. If consent cannot be established, or if the person depicted in 

the content can demonstrate that the consent is void under applicable law, the Merchant must take down the content 

immediately. If the Merchant disagrees that consent is void under applicable law, the Merchant must allow such a 

disagreement to be resolved by a neutral body, at the Merchant’s expense. 

v. The Merchant must provide the Bank with monthly reports that include a list of all content, including URLs and 

videos, flagged as potentially illegal or otherwise in violation of the Rules and relevant actions taken by the 

Merchant, as well as details of all complaints and takedown requests the Merchant has received. The Merchant must 

share these reports with the Bank, upon request. 

vi. The Merchant must not attract users to its website by utilizing adult content that is illegal or otherwise violates the 

Rules, or the requirements of this Program guide. 

vii. The Merchant is required to comply with any applicable law requiring viewers of its website be a certain age, and 

ensure that age verification of the content viewer takes place prior to providing access to the content of its site. 

viii. The Merchant must have effective policies in place that prohibit the use of its website in any way that promotes or 

facilitates human trafficking, sex trafficking, or abuse. Active membership and participation in an anti-trafficking 

organization is highly recommended. 

ix. The Merchant must be able to provide all documentation supporting the requirements discussed herein to the Bank 

upon request. 
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x.  The Merchant should provide the Bank, or a third-party appointed by the Bank, with temporary account credentials 

that allow the Bank to have access to a Merchant website and view content that is behind the paywall. 

xi. The requirements of Section 3.1.1 also apply to any “free site” affiliated with the Merchant’s “paid site” that accepts 

Visa when: (a) there is any kind of content sharing involved between the free and paid sites; or (b) when the paid 

site benefits (directly or indirectly) from any ad revenue generated on the free site. 

Dating and Escort Services 

8.A2 A Merchant that provides dating and escort services as well as any related advertising services, must ensure that it conducts 

business in a legal manner and in compliance with all applicable regulations and requirements. 

A Merchant soliciting Dating and Escort Services activity must perform the following controls: 

i. Perform an analysis of its websites and ensure the services described and provided are permitted by law 

ii. Ensure that the Merchant is operating in jurisdiction(s) where such services are permissible and performed in 

a manner that meets all applicable regulatory and licensing requirements 

iii. Ensure the Merchant has a program in place to protect its activity from human or sex trafficking, including 

established protocols to engage law enforcement in case it suspects or detects such activity 

iv. Perform an assessment of its controls to prevent any underage or un-consented participation 

v. Ensure that it does not advertise services that are illegal in nature. 

Gambling (card absent) 

8.A3 To comply with the Rules and related requirements, transactions involving gambling may only be submitted to the Payment 

System if the following requirements are met: 

The Merchant has a valid license, registration or other appropriate authority to operate its website and/or application, as 

required by law in the jurisdictions in which it operates; The Merchant shall retain such documentation for their records and 

provide to the Bank upon request 

i. The transactions comply with all applicable laws and regulations including but not limited to: Age and location 

restrictions, compliance with local self-exclusion rules and applicable money laundering regulations 

ii. The card-absent gambling transaction is identified with MCC 7995, even when the gambling services are not 

the Merchant’s primary business  

iii. The card-absent Gambling Merchant’s homepage or payment page displays the following information: 

a. The statement “Internet gambling may be illegal in the jurisdiction in which you are located; if so, 

you are not authorized to use your payment card to complete this transaction.” 

b. A statement of the Cardholder’s responsibility to know the laws and regulations concerning card-

absent gambling in the Cardholder’s country 

c. A statement prohibiting the participation of individuals under a lawful age 

d. A complete description of the rules of play, cancellation policies, and pay-out policies 

e. A statement recommending that the Cardholder retain a copy of Transaction records and Merchant 

policies and rules 

f. An Acquirer numeric identifier 

Pharmacies (card absent) 

8.A4 A Merchant is a card-absent Pharmacy if it facilitates the selling or dispensing of a prescription or pharmacy-only medicine 

in response to orders placed over the internet, mobile devices, telephone, or other teleservice. 

A card absent pharmacy merchant warrants as follows that: 

i. The Pharmacy is licensed as necessary in any jurisdiction where it is located and conducts business 

ii. The Pharmacy possesses proper controls to ensure it only dispenses and ships prescription or controlled drugs 

to cardholders where the pharmacy is legally permitted to dispense drugs 

iii. The Pharmacy possesses controls to ensure it does not export prescription drugs from one country to a patient 

in another country where this is not permitted 

Cryptocurrency 

8.A5 A Crypto Merchant represents and warrants that: 

i. it shall comply with all applicable laws and regulations including but not limited to the Merchant having a valid 

license, registration, or other appropriate authority to operate as required by law in both the seller and 

consumer’s jurisdiction, as well as ensuring compliance to all other card acceptance policies. 

ii. it has adequate Know Your Customer (KYC) and Know Your Transaction (KYT) anti-money laundering and 

sanctions screenings in place. 

iii. it ensures that age and location verification take place prior to providing access to the content of its site. 

iv. it has adequate controls in place to ensure that consumers located in jurisdictions where the Merchant is not 

licensed, or otherwise not permitted by law to operate, cannot engage in transactions with the Crypto Merchant 

(e.g., IP blocking). 

v. When third-party elements are part of the Crypto Merchant’s business model (e.g., Sub- Merchant widgets 

placed on third-party URLs), it has oversight, including controls and monitoring of the third party. 

vi. it shall comply with the data element requirements for crypto-related transactions as outlined in the Rules. This 

includes proper use of the cryptocurrency indicator (Special Condition Indicator 7 in the Authorisation request 

and clearing record), MCC designations and processing codes (see VBN January 13, 2022, articles AI11730, 

AI11731). 

Crypto Ramp Providers 

Crypto On- and Off-Ramp Providers, collectively referred to as Crypto Ramp Providers, allow consumers and businesses to transfer 

value between crypto and fiat. They facilitate card-based payments and/or payouts for Third-Party Sellers and Platforms, such as 

crypto exchanges, digital wallets, NFT marketplaces, and decentralized applications (dApps). 
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A Crypto Ramp Provider shall follow the guidelines as per Visa’s Guidance on Crypto Ramp Providers. A Crypto Ramp Provider 

must not process Visa transactions on behalf of any High Integrity Risk Merchants except crypto (e.g., card-absent pharmacies, 

cardabsent gambling, adult content). 

Cyberlockers and similar remote digital file-sharing services 

8.A6 A Cyberlocker Merchant: 

i. shall maintain a sufficient control framework to ensure their services are not used for illegal purposes. 

ii. shall maintain records that prove compliance with the Bank’s Cyberlocker best practices and requirements 

policy. 

iii. shall fully cooperate with any inquiry concerning the Merchant’s compliance with the Bank’s Cyberlocker best 

practices and requirements policy. 

iv. agrees that their failure to maintain appropriate records or fully cooperate with any inquiry pursuant to this 

policy may have their accounts restricted or terminated. 

A Cyberlocker Mechant shall implement the following best practices: 

i. Implement a takedown notice process, which provides rights-holders and other aggrieved parties with a 

reasonable, well-documented path to identify and request the removal of violating content. 

ii. Ensure that a point of contact is readily available to help resolve problems, concerns or inquiries. Employ a 

third-party firm to monitor the Cyberlocker’s files for copyright-infringing materials or prohibited sexual 

imagery and incorporate these alerts into a prohibited content removal process. 

iii. Verify the identity of each “content uploader,” using name, postal address, email and IP address. 

iv. Employ digital fingerprinting technology to identify the uploading computers of repeat infringers. 

v. Review uploaded files against a list of known violations. 

Games of Skill 

8.A7 Games of Skill are defined as gaming where consumers pay a fee to enter, and the outcome of the game is determined by skill 

instead of chance. 

A Games of Skill merchant shall provide evidence of the following upon request: 

i. Applicable license(s) related to the Merchant’s activity 

ii. A third-party certification that the commercial customer’s systems are reasonably designed to ensure that the 

commercial customer’s business will remain within the licensed or otherwise lawful limits, including with 

respect to age and location verification. 

The certification should include specific reference to geo-location controls (prohibiting/disabling out of State access) and age 

gates 

i. A reasoned third-party legal opinion analyzing applicability of relevant laws and concluding that the Merchant’s 

activities are not prohibited by law and/or do not constitute regulated gambling covered by MCC 7995. 

High Integrity Risk Financial Trading Platforms 

8.A8 A High Integrity Risk Financial Trading Platform is defined as a Merchant that facilitates one or more of the following 

activities: 

i. Binary options and synonymous products 

ii. Rolling spot forex trading 

iii. Financial spread betting 

iv. Contracts for difference 

v. Cryptocurrency options trading 

vi. Initial coin offerings (ICOs) 

High Integrity Risk Financial Trading Merchants must: 

i. Be acquired in a market which requires licensing or regulates Merchant trading platforms 

ii. Be licensed by the relevant financial services authority in the country or countries where their business is 

conducted 

iii. Comply with applicable legal requirements, including those related to complex speculative financial products 

A High Integrity Risk Financial Trading Merchant shall provide evidence of the following to the Bank upon request. 

i. Applicable license(s) related to the Merchant’s activity 

ii. A third-party certification that the commercial customer’s systems are reasonably designed to ensure that the 

commercial customer’s business will remain within the licensed or otherwise lawful limits, including with 

respect to age and location verification. The certification should include specific reference to geo-location 

controls (prohibiting/disabling prohibited access) and age gates 

iii. A reasoned third-party legal opinion analyzing applicability of relevant laws and concluding that the Merchant’s 

activities are not prohibited by law 

Outbound Telemarketing 

8.A9 An outbound telemarketing Merchant represents and warrants that it shall comply with all applicable laws and regulations 

relating to consumer protection. 

8A10. Subscription “Negative Option” Merchants 

A Subscription “Negative Option” Merchant must ensure the following controls and provide the evidence of such controls 

to the Bank upon request: 

i. Express Consent: At the time of enrollment, Merchant must require the cardholder to expressly consent to 

entering an ongoing subscription service for recurring payments. 

ii. Notification: At the time of enrollment, Merchant must send an electronic copy of the term and conditions of 

the subscription service to the cardholder, even if no amount was due at the time. This must include: 

a. Confirmation that the cardholder has agreed to a subscription 

b. Details of the goods/services 

c. Ongoing transaction amount and billing frequency / date 
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d. Link of other simple mechanism to enable the cardholder to easily cancel any subsequent transactions 

online 

iii. Merchant must also send an electronic reminder notification (i.e., email or SMS/text message) and a link to 

online cancellation at least seven (7) days prior to initiating a reoccurring transaction if: 

a. A trial period, introductory offer or promotional period has expired 

b. The nature of the recurring agreement has changes (for example: the price or billing period) 

iv. Transaction Receipts: Merchant must disclose the following on transaction receipts: 

a. Length of the trial period, introductory offer or promotional period, including clear disclosure that 

the cardholder will be charged unless the cardholder cancels any subsequent transactions 

b. Transaction amount and date for the initial transaction (even if no amount is due) and for subsequent 

recurring transactions 

c. A link or other simple mechanism to enable the cardholder to easily cancel online via SMS/text 

message 

Cancellation / Modification: Merchant must provide an easy way for cardholders to cancel the subscription or payment online, 

regardless of how the cardholder initially interacted with the Merchant. For example, the ease of the cancellation should be similar 

to “unsubscribing” from an email distribution list. 

Tobacco Sales (card absent) 

8.A11 All cross-border card-absent Merchants that sell tobacco-based products, such as cigarettes, electronic cigarettes, vaping 

devices and smokers supplies and ship to the United States shall: 

i. comply with (a) 21-year age requirement 

ii. – comply with applicable individual State laws 

iii. – comply with the following applicable federal rules and laws: 

a. Prevent All Cigarette Trafficking Act (PACT Act) 

b. US Food and Drug Administration’s (FDA) Final Rule regulating Covered Tobacco Products to be 

subject to the Federal Food, Drug, and Cosmetic Act (the FD&C Act), as amended by the Family 

Smoking Prevention and Tobacco Control Act (Tobacco Control Act) 

Digital Wallet Operators 

8A.12 Before a High Integrity Risk Merchant or seller may receive payments through a Digital Wallet that is funded with a Visa 

payment credential, an Acquirer must perform the appropriate High Integrity Risk merchant due diligence if: 

i. The payment is made through a Staged Digital Wallet where a Visa payment credential is used in a “back-to-

back funding” transaction  

ii. The payment is made through a Stored Value Wallet that is directly connected to, or solely purposed for, a seller 

that would be classified as a High Integrity Risk Merchant 

The appropriate High Integrity Risk Merchant requirements must be applied in accordance with the underlying Merchant’s risk tier 

classification. For example, if a Staged Digital Wallet is used to fund a card-absent gambling Merchant, then the Acquirer must 

comply with the requirements applicable to Tier 1 – Card-absent Gambling and Other Games of Chance for the underlying Merchant 

or seller. 

Stored Value Wallets that are used for the purchase and holding of cryptocurrency are subject to the High Integrity Risk Merchant 

requirements for Cryptocurrency Merchants. 

9. FURTHER RESPONSIBILITIES 

9.1 The Merchant shall not electronically transmit or otherwise process any Transactions to the Bank resulting from merchandise 

sold or services performed (or alleged to have been sold or performed) by parties other than itself. 

9.2 The Merchant agrees not to disclose or remit to any third party any credit card account information or other documents or forms 

evidencing such information, except to its accountants or lawyers or under compulsion of law. 

9.3 The Merchant agrees to comply with the operating guidelines the Bank will issue to it from time to time (including where 

applicable guidelines or requirements imposed by any of the Card Organizations). 

9.4 The Merchant agrees to accept responsibility for incorrect data it provides or that is provided by its employees or agents or any 

other persons inputting data through any virtual terminal installed on premises that it controls. 

9.5 The Merchant agrees to retain the “Merchant copy” of any completed Transaction Receipt and credit form and any other records 

relating to Transactions for at least eighteen (18) months in original and/or disk, microfilm or microfiche form or such other 

period as may from time to time be required by the rules of the various Card Organisations or as may be requested by the Bank. 

9.6 The Merchant agrees to produce any requested electronic data to the Bank within five (5) business days of the date of the 

request.  The Merchant understands and agrees that it will be liable for any Chargebacks imposed as a result of its failure to 

deliver requested documents within the specified time period. 

9.7 The Merchant agrees that the Bank will generally settle card transactions based on gross sales less refund adjustments, the 

applicable processing rate when due, chargebacks and any other amount owed to the Bank. 

9.8 The Merchant agrees that the Bank’s records as to whether any Transaction has been performed, and the Bank’s account or 

determination of the details of any Transaction, whether maintained electronically or by some other medium, will be correct 

and binding on them in the absence of any contrary evidence that is satisfactory to the Bank. 

9.9 The Merchant agrees that the Merchant shall not hold itself out in any way as the agent of the Bank for any purpose and further 

agrees that Merchant shall not link to or frame any Website or portion thereof belonging to the Bank, or the Card Organizations 

without their specific permission in writing.  The Merchant shall not infringe any copyright of the Bank’s, or the Card 

Organization’s nor appropriate in any way any of their Intellectual Property.  Neither the Bank, nor the Card Organizations will 

be liable for any statement that the Merchant may make about the Bank, this Agreement or the card processing system generally. 
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10. DISPUTE RESOLUTION 

10.1 The parties will use their best efforts to negotiate in good faith and settle any dispute arising out of or relating to this Agreement, 

or any breach of it. If such dispute cannot be settled amicably through direct discussions with the parties, it is agreed that the 

parties will endeavour in good faith to settle such dispute by mediation conducted by the Dispute Resolution Foundation or 

any other mediation referral body provided for by rules of the Supreme Court of Jamaica, in accordance with, to the extent 

that same is not in conflict with the provisions of this clause 10, rules, regulations and/or Practice Directions of the Supreme 

Court of Jamaica in relation to mediation, subject to any replacement or amendment thereof. 

10.2 The parties shall determine the mediator from the roster of mediators maintained pursuant to any rules, regulations and/or 

Practice Directions of the Supreme Court of Jamaica.  

10.3 The party seeking to have the matter mediated will give fourteen (14) days written notice to the other party of its intention to 

pursue mediation and to refer the matter to such mediation referral body. Upon referral, the parties will endeavour to have the 

matter mediated within 30 days or such lesser or greater period, but not exceeding 60 days from the date of referral or such 

other time as the parties may agree in writing.  

10.4 If the parties fail to reach agreement at such mediation, such failure shall be without prejudice to the rights of any party 

subsequently to refer any dispute or differences to litigation but the parties agree that before resorting to litigation mediation 

in accordance with this clause 10 shall have taken place.  

10.5 Nothing contained in this clause 10 shall restrict either party’s freedom to commence local proceedings to preserve any legal 

rights or remedy or protect any proprietary or trade secret right.  


