NCB MERCHANT
PCI COMPLIANCE

PROGRAMME

Dear Valued Merchant,

Your Participation is Mandatory

To protect the data security of your business and your customers, the Payments Association brands namely
American Express, Discover® Financial Services, JCB International, Mastercard® and Visa, adopted the
Payment Card Industry Data Security Standards (PCI DSS). These standards require all merchants accepting
credit and debit cards to provide annual proof of compliance with industry regulations.

Participation in a certified PClI DSS compliance program is required of every merchant, regardless of
your bank. Non-compliance can result in costly fees and the boosted threats of a security breach.

Against this background, National Commercial Bank Jamaica Limited (NCB) has partnered with Viking Cloud
(formerly Sysnet Global Solutions), a Managed Security Service Provider (MSSP), to assist NCB with the
implementation, maintenance and continued surveillance of its compliance programme. This partnership
ensures that it is easy for you, our merchants, to comply with all PClI mandates so that you can meet
industry regulations, protect your cardholder data and protect your financial resources, all with one simple
programme.

The NCB Merchant PCI Compliance Programme:

1. Gives you access to a simple online questionnaire (provided by Viking Cloud) that will help ensure that
you are compliant;

2. Provides proof of your compliance in the form of a Certificate and report to the Card Association when
you have successfully completed the questionnaire;

3. Facilitates free quarterly or annual network vulnerability scan, should you be required by the Card
Association to conduct them.

For additional information or clarification:
e Visit www.nchmerchantsecure.com
e Review the attached Frequently Asked Questions (FAQ)
» (Contact our 24/7 Merchant Support Direct Line at (876) 935-2600 or your Sales & Relationship Officer
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